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CopepkaHue

@ Remembrance Inc.
© CAP theorem

© Tpanzakuyuu

@ Distributed Commit
© Happens-before

O Raft T |
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ipes cepeuca

Never forget, even without remembering!?

“http://ksat.me/a-plain-english-introduction-to-cap-theorem/

Ever felt bad that you forget so much? Don't worry. Help is just a phone
away!

When you need to remember something, just call 555-55-REMEM and tell
us what you need to remember. For eg., call us and let us know of your
boss's phone number and forget to remember it. When you need to know
it back, call back the same number 555-55-REMEM and we'll tell you
what's your boss's phone number.

Charges: only $0.1 per request

4
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TunuyHbli ananor

e Customer: Hey, can you store my neighbor's birthday?

e You: Sure... When is it?

e Customer: 2nd of Jan

@ You: (write it down against the customer’s page in your paper note
book) Stored. Call us any time for knowing your neighbor's birthday
again!

e Customer: Thank youl
@ You: No problem! We charged your credit card with $0.1

T|
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PacTéT Harpyska

Hy>keH Tonbko B10KHOT 1 TenedoH
OTnuyno pabotaer

°
°

e CapadrarHoe paawo

@ [lonyunnu dpuHarcuposarue ot YCombinator
°

COTHIN 3BOHKOB B f€Hb

[Mpobnembl noaxona

@ KnuneHTbl BUCAT B o4epeamn Ha TesnedoHe U 315TCS
@ Bbi 3abonenn v nponyctunm pabounii geHb U geHb OMOBELLEHNT
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Macwtabupyemcs

@ Dbepém >xeHy B fonto
@ VY Kaxaoro fobaBOYHbIA HOMEp
@ KnuneHTbl ncnonbsytot Bcé ToT e b55-b5-REMEM

e ATC banaHcupyeT KAMEHTOB MEXAY COTPYAHUKAMY

T|
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[Tpobnema

e Customer: Hey!
@ You: Glad you called “Remembrance Inc!”. What can | do for you?
@ Customer: Can you tell me when is my flight to New Delhi?

@ You: Sure... 1 sec, sir. (You look up your notebook. WOW! There is
no entry for "flight date"in customer’s pagel!ll)

@ You: Sir, | think there is a mistake. You never told us about your
flight to Delhi.

@ Customer: What?! | just called you guys yesterday! (Cuts the caII!)T|

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r. 7/ 86



l‘l NMHNUM HEKOHCUCTEHTHOCTDb

@ [lepen Tem Kak 3anucatb 4TO-MOO, FOBOPUM MapPTHEPY
@ Takum obpasom, 0DHOBNEHNST XpaHATCA Yy Hac obownx

e Korga k/iveHT cnpawuBaeT, TO BCS WHPOPMaLMS Mo PyKOii

[Mpobnembl noaxona

e [lonbuwe onepauun obHOBNEHNS, HO OMepaunii YTeHNS BONBLUHCTBO

T|
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Consistent & Available

Hogast Bepcusa anroputma:
o [lepepn 3anucbto roBopuM NapTHEPY
@ [lapTHép HemocTynen — oTnpasasieM emy email

e B Hauane paboyero aHs pasbupaem noyty n obHoBasiEM DAOKHOT

T|
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Partition Tolerance

o MeHa obugenach, BCE-Taku NpuLia Ha paboTy, HO pelunna He
coobuaTe 0b obHoBREHMAX

@ MoxHo peannsoBaTh partition tolerance, ecau pewnTs He NpUHUMATL
3anpochkl, MOKA He BOCCTAHOBUTCA CBA3HOCTb C »XKEHOL

@ Ho Toraa »epteyem availability

T|
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CAP theorem

E. Brewer. Towards Robust Distributed Systems, 2000.
CyTb
Boibepute 2 us 3:

e Consistency

@ Availability

@ Partition Tolerance

T|
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[TosicHeHuns

Ha camom genel:

HegsosmoxxHocTb nonHoro obecneyenns C, A n P
P in a distributed system is a MUST HAVE

MapTuunu oTHoCUTENBHO peskn — HeobsizaTenbHo »xepTBoBaTh C/A
npu Ux OTCYTCTBUU

Buibop paznuunoro cootHowennst C/A ans pasHbix nogcmcrem,
3aNpoCoB, aHHbIX, NONb30BaTeNEl 1 T. 4.

e CgoiicTBa HenpepbIBHbI, a He DuHapHbI

Thttp: T |

//www.infoq.com/articles/cap-twelve-years-later-how-the-rules-have-changed
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Latency

CAP nposiensietcst Bo BpeMs TaiimayTa:
@ OTMeHUTb onepaunto = CHU3UTb JOCTYMHOCTb
o [loaTBepanTb onepauunio = CHU3UTb KOHCUCTEHTHOCTb
@ [lepesanpoc = OTNIOKUTL peLleHmne
°

BeckoHeuHbli nepe3anpoc = BbIOVPAEM KOHCUCTEHTHOCTb
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ObpaboTka napTuuwnii

@ ObHapy>xeHUne NapTULNOHNPOBAHUS

@ He Bce y3/bl MOryT NpusHaTh NapTULMOHUPOBaHMNE
e MoxHo nogbupaTs TalimayTtel = false positives

@ OrpaHuyerune Habopa BO3MOXHbIX onepauuii/cHKeHne
KOHCUCTEHTHOCTU

@ MOXXHO 3aMOMHUTL N KOTNOXKUTLY» ONEpPaLuio

@ Yahoo PNUTS: nokanbHblii MacTep per user + aCMHXPOHHas pensinkauus
=> MEHbLLE 3aJEPXKKN

o Facebook?: macTep Bcerga oauH, 3anuck B yaanéuHblli Mactep u YteHne 20
CeK M3 MacTepa, 3aTEM W3 JIOKAJIbHO peninku

@ BoccTtaHoBneHne KOHCUCTEHTHOCTU 1 YCTPaHEHNE oLwmnboK T|

2http://www.facebook.com/note.php?note_id=23844338919&1d=9445547199
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KapTuhka

State: §'

State: S State: $1

Operationson §

State: 52
Time ——»

Partition starts " '
«4— Partition mode ——p

Figure 1. The state starts out consistent and remains so until a partition starts. To stay

available, both sides enter partition mode and continue to execute operations, creat-

ing concurrent states 5, and 5, which are inconsistent. When the partition ends, the

truth becomes clear and partition recovery starts. During recovery, the system merges

5, and S, into a consistent state S' and also compensates for any mistakes made during T |
the partition.
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T proku

@ Bca cucrema HepoctynHa — ecTb, Hanpumep, HTML5 on-client
persistent storage

@ PasnnyHble obnactn koHCUCTEHTHOCTY Npu napTuuusx (primary
partition, quorum)

o LllapanposaHue

e HeT rnobanbHbix NHBApPNaHTOB
o Ho Bo3moxeH NPOrpecc gake npn napTnynsax

T|
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BOCCTaHOBﬂeHVIe KOHCUCTEHTHOCTWN
BoccTaHoBAEHNE KOHCUCTEHTHOCTM

Hy)KHO 3HATb MHBAPWAHTLI (He BCeraa O‘-I€BI/I,£I|HO)

[MouTn To »e, 4TO napassiefbHble ODHOBEHUS B MHOTOMOTOYHOM
MpPOrpaMMunpoBaHNM

BekTopHble Yachl a1 0ODHapy»XeHUst KOHINKTOB
OTkaT owunbok (xenatensHo umets sor onepauuii — cm. DVCS)
Commutative Replicated Data Types (CRDTs)3*

3M. Shapiro et al. Conflict-Free Replicated Data Types. 2011 T |

4M. Shapiro et al. Convergent and Commutative Replicated Data Types. 2011
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[Tpumep: ATM

HBapuanT: banaHc bonbuue 0
Bbibnpaem availability
CBsi3b Mponana — JUMUT HA CHATUE HANNYHbIX

Onepa Uuna KOMMYTATWBHA

CBsI3b BOCCTAHOBUIACh — CYUTaeM DanaHc, BO3MOXHO, LWTpad 3a
overdraft

o Cm. Check kiting®

Shttp://en.wikipedia.org/wiki/Check_kiting
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Use Case: Ebay

Principles for Scaling®:
e Partition Everything
e Vertical, horizontal, no session state
@ Asynchrony Everywhere
e Events, multicast
@ Automate Everything
e Adaptive configuration, machine learning
@ Remember Everything Fails
o Failure detection, rollback, graceful degradation
@ Embrace Inconsistency
o Eventual consistency, no distributed transactions

5Randy Shoup at LADIS 2008, http://www.cs.cornell.edu/projects/ladis2008/
materials/eBayScalingOdyssey%20ShoupTravostino.pdf
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Onpepenexne

TpaH3akuus

A unit of work performed against a database, and treated in a coherent
and reliable way independent of other transactions?®

“http://en.wikipedia.org/wiki/Database_transaction

[Be dnnocodun:

e ACID” — focus on consistency
e BASE — focus on high availability

"Name was coined (no surprise) in California in 60's

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.
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ACID-TpaH3akuum

@ Atomicity — «sinbo BcE, nnbo Huyero»
e commit/rollback, undo-log, atomapHbie onepayunm, ...

e Consistency — nepexof U3 0fHOr0 «KOPPEKTHOIO» COCTOSIHUS B
Apyroe
@ VlHpekchbl, CCbIKK, OrpaHnYeHuns, TpUrrepsl, ...
e Isolation — unnto3us nocnesoBaTENBHOIO BbINOJHEHNS TPaH3aKLNT

e VYpoeHu nsonsumu: Read uncommitted / dirty reads, Read committed /

non-repeatable read, Repeatable reads / phantom reads, Serializable,
MVCC8, ...

e Durability — HagéxHoe gonrospemeHHoe xpaHeHune

8http://en.wikipedia.org/wiki/Multiversion_concurrency_control
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PacnpegenénHbii commit

@ Two-phase commit protocol®
@ Three-phase commit protocol*?
o Paxos!!

o Raft!?

http://en.wikipedia.org/wiki/2PC
Ohttp://en.wikipedia.org/wiki/3PC
Uhttp://en.wikipedia.org/wiki/Paxos_(computer_science) T |
https://raft.github.io
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ACID in CAP

e Atomicity
e llcnonb3yeTcs Bo BCex mapTuumsax
@ VYnpoulaeT BOCCTaHOBNEHWE
e Consistency
e HeBo3MOXHa npu mapTuLUOHMPOBaHNN
@ 3anpeT HeKOTOpLIX onepawuii
e BoccraHoBneHne nHBaprnaHToB BNOCAeACTBUM
e Isolation
@ MoxHo paboTaTb TO/ILKO C OAHOIA NapTuLmei
e Jlnbo bonee cnabasi KOPPEKTHOCTb, KOMMEHCUPYEMAsi BOCCTAHOBNIEHNEM
e Durability
@ Durable history nossonsiet ncnpasnsite owmbKN Npy BOCCTaHOBAEHUU T|
e WHorpa ocnabnsitot ns-3a 4OPOroBMsHbI
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Dan Pritchett. BASE: An Acid Alternativel3. 2008:

e Basically Available
e Soft State
e Eventually consistent

Bhttp://queue.acm.org/detail.cfm?id=1394128

Bagum Llecbko (TexHononuc) CAP. Commit.

25 anpensi 2018 r.

T|

24 / 86


http://queue.acm.org/detail.cfm?id=1394128

Two-Phase Commit Protocol

Distributed atomic commitment protocol
commit uan abort (rollback)

°
°

o [lepexxusaet (HekoTopkie) BpemMeHHble cbon

@ [lonaraetcst Ha norryupoBaHue Aas BOCCTaHOB/IEHUS
°

BoccTanosnenne — 60nbluasa 4acTb J0ruKku MPOTOKOJ1a

T|
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ST RSNl Two-Phase Commit Protocol

e Commit-request (voting)
o KoopauHaTop nbiTaeTcs NogroToBUTh YHaCTHUKOB TPaH3aKLuu
o Kaxpplii yqacTHuk oteedaet Yes unm No
e Commit
e KoopanHaTop NprHUMAET pelleHne Ha OCHOBE OTBETOB
@ Bce ckazanu Yes = commit, No = abort
o KoopanHaTop oTnpaBisieT pelleHne y4acTHUKaM
@ VY4aCTHNKMN NPUMEHSIIOT PELLEHNE

Ecnn Het cboes

[NMpeaycnosune J|
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[1peanonoxxeHus

@ BbigeneHHblli koopgmHaTop

o Stable storage!* + write-ahead log (WAL)
@ V3nbl He yMUpatoT HaBceraa

@ [laHHble B WAL He TepsitoTcst 1 He nopTsTcs
°

JTtobble aBa y3nbl MOTYT 0bLLATHLCS

BHumaHne
Ecnn nonHOCTbIO YHUYTOXNTL y3€/, MOXKHO NOTEPSATb AaHHbIE

-1‘
Y“http://en.wikipedia.org/wiki/Stable_storage
CAP. Commit. Rt e 20
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[lnarpamma

1 1
| |

Commit request phase )
' Query to commit._;
Vet

1

! N
1| prepare*/abort*

1

1

1

Vote Yes/No

Commit phase ).

- N
commit*/abort*

commit/rollback

N
>

) N
commit*/abort* T |
[ |
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OnTummnsayunm

e Presumed abort/commit: paboTtaer npn BoCCTaHOBAEHUN,
5KOHOMIWM Ha JIOFTUPOBAHUN, UCMOJb3YeM CTATUCTUKY U OXKUAAHUS

e Tree two-phase commit protocol (Nested/Recursive 2PC):
arperauusi B y3/ax [IepeBa, SKOHOMHEE NCMOJb3yeM CETb

e Dynamic two-phase commit: otnpasasiem pewenne
OCTaBLIEMYCSt MOJTYYHY, AUHAMUYECKUTi BbIDOP KOOpAMHATOPA,
ObiCTpee ocBObOXAaeM pecypchl

T|
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OrpaHunyeHns

Brokupyrowmiica npoTokon

Ecnn KOOPAWNHATOP NCHE3HET, TO HEKOTOPbIE YHACTHNKN MOIyT HE
3aKOHHYNTb TPAH3aKUWNHO:

@ VY4acCTHUK OTNpaBua KOOpPANHATOPY Yes
@ KoopauHaTop ynan

@ YyacTHuk oxungaetr commit vam rollback

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.
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[ToBeneHmne npu cbosix

[Mpumep cutyayuu:

@ Pennuka BbinonHuna commit n ynana BMeCTe C KOOPAWHATOPOM
@ CucrtemMa He MOXXET BOCCTAHOBWTb Pe3y/bTaT TpaH3aKUUN:

e Tonbko ymeplume 2 HOAblI 3HAIOT TOYHbIN pe3ynbTaT
@ Pessimistic abort HeBO3MOXeH — ynaBLUasi peninka Moria caenaTb
commit

o Pessimistic commit HeBO3MOXEH — M3HAYaNIbHOE PELLEHNE MOTO DbITh
abort

T|
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Three-Phase Commit Protocol

@ HasHadenue kak y 2PC

e Hebnokupytowmincs — orpaHnyerne no BpeMeHn Ha
commit/abort

o Jlyywe BenéT cebsi npu cbosx™®
@ 2PC caza Commit pasbusaercs Ha 2 dpasbl — nosnyyaem 3PC

http://the-paper-trail.org/blog/consensus-protocols-three-phase-commit/
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[lnarpamma

Bagum Llecbko (TexHononuc

Phase 1: Voting...

\ Can commit?

cancommit?_,

<Yes J:
K N
Status: Uncertain
N ]
:
r .
T

Phase 2: Commit authorized /
} preCommit
[EEm— ]

|
:<ACK
|

N
H Status: Prepared to commit
I Timeout causes commit

N N
Timeout causes abort

Phase 3: Finalizing commit /
! doCommit > !

haveCommitted !

<

| - N

! Status: Committed
CAP. Commit.

25 anpensi 2018 r.
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AHanns

Bropas dasa goHocuT peleHne [o BCEX YHACTHUKOB
=> COCTOsIHME MOXXHO BOCCTaHOBWTbL Mpu cboe pennku

°

°

@ Phase 3 = 2PC Commit

@ [lpu cboe KoopanHaTOpa COCTOAHME BOCCTAHABANBAETCA C NMOMOLLbIO
PENNK:

o Phase 1 (kTo-To He nonyumn Can commit?) = cnokoiiHo Aenaem abort
e Phase 2 (kTo-To nony4un preCommit) = [OBOAUM TpaH3aKuMto 40 commit

Fail-stop
HeycToiiune k network partitioning. J|
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Lamport timestamps

Lenb
Onpenenutb nopsigok cobbITuii B pacnpeaenéHHoii cucreme?

dLamport, L. Time, Clocks, and the Ordering of Events in a Distributed System. 1978

[NpaBuna:

o Kaxkablii npouecc nmeeT cH&TYMK

o VlnkpemeHT nepeg kaxabiM cobbiTnem

@ 3HayeHMe CHETYMKA BMECTE C KaXKAbIM COODLLeHNEM

@ [pu nonyyerun coobwenns Ceer = max(Cery Coender) T|
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Dopmannzayus

e C(x) — Bpems cobbiTus x

e Vavb(a # b = C(a) # C(b))

@ [lna pasnuynsa cobbiTuii B pasHbix npoueccax 4acto gobaenstot PID
@ OTHolweHne happens-before: —

@ Clock consistency: a — b= C(a) < C(b)

@ Strong clock consistency: C(a) < C(b) = a — b — TONbKO 4epes
Vector Clocks

@ Ho BepHo, uto C(a) > C(b) = a A b T|
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AHanns

@ HeBO3MOXHO TOHYHO CUHXPOHU3MPOBaTL Bpems o

@ Ecnn npouecchl He 0bLWIAOTCA, TO MeXAYy UX CODLITUAMMN HET
OTHOLLEHUS Nnopsigka

e ObecneynBaeTtcs NUwb YaCTUYHbIW NOPSLOK

16XoTs cm. http://research.google.com/archive/spanner.html
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Vector clocks

Lenb
@ Beectn yactuyHbIli nopsigok cobbITuii B pacnpeneséHHoii cucteme

@ ObHapyXUTb HapyLIEHNst MPUHUHHO-CNEACTBEHHbBIX CBA3El

Onpepnenetrue

BekTtopHbie yackl B cucteme ¢ N npoueccamu — sto maccus N
JIOTVYECKMX 4aCOB MO OLHOMY Ha Mpouecc

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.

38 / 86



[TpaBuna obHOBNEHUS MaccMBa 4acoB

3HavyanbHo BCe Yackl BbicTaBneHbl B O

[Mpn KaXKAOM CODBLITUN NPOLECC MHKPEMEHTUPYET CBOW JIOrYecKue
yacbl Ha 1
[Nepen oTnpaBKoil COODLLIEHNS NPOLECC:

o llHkpemeHTUpYyeT CBOM NOrMYeckne Hachbl
e OTnpaBnsieT BeCb BEKTOP BMECTE C COODLLEHNEM

[Npw nony4veHun coobuieHunsi npoLecc:

o llHkpemeHTUpYyeT CBOW NOrMYeckne Hachbl
o ObHoBnSET CBOIA BEKTOP, OEPsi MOKOMMOHEHTHbIVE MAaKCUMYM C MPUCAAHHbBIM

BEKTOPOM T |
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[Tpumep

Bagum Llecbko (TexHononuc) CAP. Commit.

25 anpensi 2018 r.
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[RELIELERISITOM  Vector clocks

Popmanmnzsaymus

C(x BEKTOPHbIE Hacbl CODbITUS X

(x) —
C(x), — KOMNOHEHTa BEKTOPHbLIX 4acoB npouecca z
C(x) < VC(y) & Vz[VC(x), < VC(y).] A 3Z'[VC(x)r <
VC(y)-]
x —y e VC(x) < VC(y)
VC(x) < VC(y) = C(x) < C(y)

OtHoweHne happens-before aHTUCMMMETPUYHO 1 TPaAH3UTUBHO

CAP. Commit. 25 anpens 2018 r.
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MoTunsauus

There are significant gaps between the description of the Paxos algorithm
and the needs of a real-world system... and the final system will be based

on an unproven protocol*’.

Raft
@ [TpoTokon KOHCEHCyca ANs PenNULMPOBaHHbIX aBTOMATOB

@ bonee npocToii, NOHATHBLIV 1 peannsyemblii Hem Paxos

@ [leMOHCTpUpYeT NOrUKy paccy><aeHunii

7Chandra T. D., Griesemer R., Redstone J. Paxos made live: an engineering perspective. 2007 |
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Ccblnkn

Replicated State Machines'®

Ongaro D., Ousterhout J. In Search of an Understandable Consensus
Algorithm. 2013.

Diego Ongaro. Raft lecture'® (Raft user study)

Diego Ongaro. Paxos lecture®® (Raft user study)
1

o MHoxecTBO peanusauuii’

Bhttp://en.wikipedia.org/wiki/State_machine_replication
Yhttp://www.youtube . com/watch?v=YbZ3zDzDnrw
2Onttp://www.youtube.com/watch?v=JEpsBgOAO60 T

2lhttps://raft.github.io/#implementations
CAP. Commit. 25 anpens 2018 . 43 / 86
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Replicated State Machines

PaboTatoT Ha MHOXeCTBe y3/10B
BbluncnstoT naeHTuYHbIE KOMUU OAHOMO U TOFO YKE COCTOSIHUS

VcTol4nBbl K NafeHnto Y3108

°

°

°

@ PennuyuposaHHbili or (NocnesoBaTensHOCTL KOMaHL)

@ Pewaemble 3agaqn: BbIOOP Nuaepa, XpaHuaunwle KoHUrypauuin n ap.
°

Mpumepsbi: Chubby, ZooKeeper, etcd, Consul, ...

T|
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Ocobennoctn Raft

Strong Leader

o KineHTbl obwatoTcs TONbKO C AnepomM
o [laHHble TONLKO OT NnAepa K pensnkam

Leader Election
e CnyuyaliiHble Talimepsl
Membership changes
e Joint consensus

CDopMaano OonMncCaHa N AOKa3aHa besonacHoCTb

rlpOI/I3BO,£I|I/ITeJ'IbHOCTb Ha YpPOBHE aHAN0Oros
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45 / 86



Anropntm paboTbl nuaepa

@ [lony4nTb KOMaHAy OT KAMEHTa

© [lobaBuTb B NOKaNbHbIA Jor

© [ocTaBuTb KOMaHAYy APYrvM y3aam

@ [lpn ycnexe npumeHnTbL KOMaHAy K CBOEMY aBTOMATY

e BepHyTb OTBET aBTOMaTa KJINEHTY

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.
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CBoiicTBa NpoTOKONA

o Bbe3onacHocTb: HuUKOrga He BEPHET HEKOPPEKTHbI pe3ynbTaT

o Non-Byzantine?? fault tolerance®®
@ YuunTbIBAaET HEHAZEXKHYIO CeTb

e [octynHocTb

o [loka paboTatoT n MoryT obwaTbcst 6O/ILLINHCTBO Y3108
@ V3/bl OCTaHABAUBAIOTCS U CHOBA MOAKJIIOYAOTCS

e HesaBucumoctb OoT abCONOTHOro BpemMeHu

o KOMaH,D,a BbIMONMHAETCA Npn OTBETE OT bonblINHCTBA —
yCTOI\/JI‘-II/IBOCTb K MeOJIEHHbIM Y3J1aM

2nttp://en.wikipedia.org/wiki/Byzantine_fault_tolerance T |

2https://c3.nasa.gov/dashlink/resources/624/
CAP. Commit. T r—


http://en.wikipedia.org/wiki/Byzantine_fault_tolerance
https://c3.nasa.gov/dashlink/resources/624/

[logcucremsi

@ Bbibop nnpaepa
@ Pennukauwns nora

@ BesonacHocTb/koppekTHOCTD

Bagum Llecbko (TexHononuc) CAP. Commit.
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KnacTep

@ Heckonbko y3nos (3, 5, ...)
@ VY3én B OHOM U3 TPEX COCTOSHWIA

o Leader
o Follower
o Candidate

@ B HopmanbHOoM pexume: 1 nugep u n — 1 nocnenosaTenei

e [locneposaTenn naccusHbl: oteedatoT Ha RPC oT nugepa u
KaHaM4aToOB

T|
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CocTosiHUs y3na

starts up Follower

discovers current
leader or new term

times out,
starts election

discovers servers
with higher term

times out,
new election

received votes from
majority of servers

Leader

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.
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CemecTpbi

Bpems pasbusaeTcs Ha cemecTpbi (terms) HeonpeaenduHolt annHbI>

CemecTpbl HYMepyoTCs Noc/iefoBaTeNbHO

Kaxaplli ceMecTp HauuHaeTcst ¢ Bbibopa nugepa

Ecan kaHanmaaT BbIUMPbIBAEeT BbIDOPLI, TO OH CAYXKWUT AUAEPOM [0
KOHLIa cemMecTpa

@ Ecnn HukTO He nobeaun Ha BbIOOpPax, HAYMHAETCS HOBbIA CEMECTP

NHBapuanT
B kakgom cemecTpe He bosible OfHOrO Nnaepa

24 AHanor NOrnYeckux 4acos
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CemecTpsl: [1pumep

term 1

term 2

election normal

operation

Bagum Llecbko (TexHononuc)

no emerging
leader

CAP. Commit.

term 4

terms

25 anpensi 2018 r.
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ObHapy»xeHune ycTapesLlel MHMOPMaLny

KaxkZblii y3en xpaHuT TEeKYLLUA cemecTp

Tekylwinii cemecTp KaxxAablli pa3 nepefaércs B 3anpocax

Ecan Tekyuinii cemecTp MeHblie NpuLLeaLLero, Bblbnpaem
npuLleaLLnii

Ecan kangupat unn nugep — step down

Ecnun npuweawnii ceMecTp MeHblUe TEKYLLErO, TO OTBEPraemM 3anpoc

T|
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@ RequestVote — KaHAMZAT NpOCUT OTAATbL €MY rosoc
@ AppendEntries — nugep pennuuympyeT komaHgbl + heartbeat

T|
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VcnoBus 3anycka

Follower He nony4yaet heartbeat B TedeHune election timeout
Follower yBenuumsaer Tekywnii cemectp
[MepexoanT B COCTOsIHME KaHAMAaTa

[lapannensHo oTnpaensieT BceM RequestVote

ﬂepe3anpOCb| 40 NOJNYHEHNA OTBETA NN OKOHYaAHWA BbI60pOB

T|
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VYcnoBmMsS oCTaHOBA

o Follower Bbinrpan Beibopsl (Habpan BoNBLWNMHCTBO rONOCOB)
o Kaxablil y3en ronocyet eguHoxgel 3a cemectp (FIFO)
e Hosblii nuaep HaumHaeT pacceinath BceM heartbeats

e [lpyroii y3en ctan nugepom

o Kanaunpat nonyunn AppendEntries c cemecTpom > Tekyluero
o Kangupat nepexognt B coctositue follower (step down)

@ Hactynun TalimayT, a nobeautens Bcé HeT

@ HukTo He Habpan bonbLIMHCTBA FONOCOB
o Kangugat nepexoanT B coctositue follower (step down)
e Random election timeout T|
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DopmaT nora

1 2 3 4 5 6 7 8 log index

111233 ]3]s3
xe3|ye1|ye9[xe2|x0]ye7|x5]| x4 leader

1[1[1]2]3 )
xe3|ye1|y<9|x<2|x<0
xe3|yel|ye<9|xe2|x<0|y<7|x<5|x<4

> followers

1 1
xe<3|y<1l

1[1]1]2]3]3]3
xe3|yel|ye9|x2|x<0]|y<7|x<5 J

T
X

committed entries T |
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Committed Entry

(*] I_apaHTleyeTc;l, 4TO 6y,u,eT BbINOJIHEHA BCEMIW aBTOMaTaMI

@ B npocreliwem cnyqae — ecnn noaTBEpKAEHA 3aMuUCh
bonbwmHcTBoM (cm. 3anucm 1-7)

@ Jlugep nepecbiiaeT NHAEKC NOCNEAHErO KOMMUTA B
AppendEntries — followers kommuTaT

T|
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Log Matching Property

Ecnmn y aByx 3anuceil B pa3Hbix Jlorax COBMafatoT UHAEKC U CEMeCTp, TO:
@ OHu comepxaT OANHAKOBYIO KOMaHAy

o Jlugep co3paét He bonblue 0AHOI 3annCK C OAHUM WHAEKCOM U CEMECTPOM
@ 3anucu B Nore He NepemeLLaoTCs

@ Jlorn NOEHTUHHbI BO BCEX NPEALLIECTBYHOLWNX 3aNNCAX

e Jlnpep c AppendEntries nepecblnaeT UHAEKC W CEMECTP npenblayLiei
3anucu

o Follower oTepraer 3anpoc, ecnu He coenagaer
o Lllar nHaykumn

T|

25 anpens 2018 r. 59 / 86

Bagum Llecbko (TexHononuc) CAP. Commit.



Ho moxkeT DbITb Tak

12 3 456 7 8 9101112

[1[1][1[4]4]5]5[6[6][6]

@ [(1]12]1[4]|4[5[5]/6]6]

(b)

© [1f[1]1[4]|4]5]|5]|6]|6]6]6]|

@ [1]2[1]4]4[5]5]6]6]6[7]7]

e [1]1]1]4]4[4]4]

@ [1]1]1]2]2[2]3]3]3]3]3]

Bagum Llecbko (TexHononuc)

CAP. Commit.

'

J

log index

leader for
term 8

possible
followers
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[TosicHeHuns

@ a-b — He xBaTaeT 3anucei
@ c-d — AuwHne 3anucn

@ e-f — oba cayyas

Bagum Llecbko (TexHononuc)

CAP. Commit.

25 anpensi 2018 r.
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Paspeluerne KOHPANKTOB

@ 3ameHa koHdnkToB Ha followers 3anucamu nora auaepa
@ JIngep nomuut nextIndex ans kaxgoro follower — nsnavansHo
cliefyrownii 3a NoCNegHM B Jiore
@ Vcnonbayetcst RPC AppendEntries Consistency Check
o Ecnm owmbka, To nextIndex - 1 n retry
"] ECJ'II/I coBnageHue, 1o yaanAaeTca XBOCT U ,E,O6aBJ'IF|IOTCF| 3annucun nora
anpepa
@ ABTOMaTMYeCKast CXO4MMOCTb JIOrOB
o Jlngep HuKoraa He yaansieT un He nepe3anncbiBaeT 3anucy B

cobcTBEHHOM nore

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.
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[Tpobnema

Jlnpep 3akOMMUTUA HECKOIBKO 3amucei
[NocnenoBaTenb ObIA HEAOCTYNEH

Jlnpep ywén c pagapos

[NocnenoBaTenb CTan HOBbIM JUAEPOM
[MocnenoBaTenb nepesanucan BCeM JOru

B pesynbTate pa3sHbie aBTOMaTbl BbIMNOJHUAN Pa3Hblli HADOP KOMaHf,

T|
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PeleHnne

Pacwupum npotokon:

@ OrpaHu4eHune Ha y3nbl, KOTOpblE MOTYT CTaTb JINAEPOM

@ OrpaHuyeHune Ha 3anuCK, KOTOPbIE CHUTAKOTCSA 3aKOMMUYEHBIMY
Obecneunsaem:

o Jlngep noboro cemectpa CoOaep>XxUT BCE 3aMnCU, 3aKOMMUYEHbIE B
npesblayLmx ceMecTpax

@ 3anncu Hanpae/eHbl TONBKO OT JUAepa K NoCNef0oBaTENsM
@ Jlnpepbl HUKOTAA He Mepe3aTuparoT 3anucu B CBOEM Jlore

T|
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OrpaHudeHune Ha BbIbOp Angepa

@ Bcé Tak »xe Hy»KHO cobpaTb ronoca bosbWNHCTBA

@ Ho moxHo cTtaTb ANOepoM, TONIbKO €C/ZI Hall JIOI HE MEHEE CBEXWIA,
HEM Y Ka>KAO0ro rosiocyrLulero

@ RequestVote RPC comepxunT nHopmauuto o nocnesHeli 3anucu 8
nore

@ Jlor HoBee, ecan cemecTp cTapiie uam nHaekc bonbiue (nor annHuee)

T|
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Cayyaii 1

@ Hawubonee nonynspHubiii

@ Jlngep penanumpyeT 3anuncb U3 TEKYLLEro cemecTpa

@ 3anncb 3aKOMMUYEHA, KaK TOJIbKO MOATBEPAUT DONBLLUIMHCTBO
@ JlngepoM MoryT cTaTb TOJILKO T€, Y KOO €CTb 3Ta 3anuch

T|
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Raft KoppekTHocTb

KoMMUTbI
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Cnyyaii 2

@ Jlngep KOMMUTUT 3aNnCb M3 NpPeabIAYLErO CEMECTPa

@ Jlnpep cemecTpa 2 co3fan 3anncb NO MHAEKCY 2, OTPENJNLMPOBA Ha
S1 1 S2 v ynan

S5 cran angepom B cemectpe 3 (cobpan ronoca y S3 n S4)

3anucan 3anucb B CBOIA JIOT MO WHAEKCY 2 1 ynas

S1 cran angepom B cemectpe 4 (ronoca ot S2 n S3)

OTpennnumposan 3anuck no nHaekcy 2 Ha S3

HesakomMuyeHa HeCMOTpsi Ha DOMIbLLIMHCTBO

S5 moxeT cTaTb Angepom (ero sor Hosee Hem S2, S3 n S4) n
PacnpoCTpaHuTL CBOE 3HayYeHne No NHAEKCY 2 T|
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Raft KoppekTHocTb

KoMMUTbI
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OrpaHI/I‘-IeHVIe Ha KOMMWTbI

@ [loka HoBbIW anaep He 3aKOMMUTUT 3anNnCb N3 TeKyLlero cemecTpa,
OH CHWUTaET npeabiaywne 3annmcn HE3aKOMMUNHEHBIMN

@ Cm. cnyyaii 3 — nocne atoro Sb He MOXeT cTaTb AUAEPOM

o CM. J0Ka3aTeNbCTBO KOPPEKTHOCTNZ

25Gafety proof and formal specification for Raft: T |
http://raftuserstudy.s3-website-us-west-1.amazonaws.com/proof.pdf
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Timing and availability

Timing requirement
broadcast Time < election Timeout << MTBF

TunnyHble 3HaYEHUS:
@ broadcastTime: 0.5-20 ms
@ electionTimeout: 10-500 ms
e MTBF: <« month

Bagum Llecbko (TexHononuc ) CAP. Commit.

25 anpensi 2018 r.
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/IameHeHne KoHMUIrypaLmmn KnacTepa

I_Ipep,nonaram/l, 4TO COCTaB y3J10B CTATUYEH

Ho NHOMda HY>XHO 3aMEHATbL CEPBEPA NN U3MEHATH YPOBEHb
pennnkaunmn

B npeane — 6e3 downtime

1 aBTOMaTU4eCKN — UCKIOYNTL YenoBeYeCKnii hakTop

T|
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Cutyauus

Cold CneW
Server 1
Server 2
Server 3
Server 4
Server 5
time
problem: two T |
disjoint majorities
Bagum Llecbko (TexHononuc) CAP. Commit.
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[Tpobnema

[Mpobrema

Bo3moxHO ofHOBpeMeHHOe CyLLIECTBOBaHMNE ABYX JUAEPOB AN OAHOIO
cemMecTpa B [ABYX MOAKMAcTepax

Pewenuns:

@ 2PC: cHavana BbIK/IOYAEM CTapyto KOHUTypaLnto, BO3MOXKEH
downtime

e Raft: npomexxyTounas koHdurypauns (joint consensus)

T|
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KombuHauwms nByx KoHUrypauymii:
@ 3anncu pennnmuupyoTcs cepeepaM B 0benx KOHUTypaumsix
@ Cepeep 13 1t0bOI KOHDUTYpPALUN MOXKET CTaTb JIMAEPOM

@ Hy»xHO cobpaTb OOABLLIMHCTBO B KAXKA0W KOH(UIypaLum
No-OTAENBHOCTM

@ [lpn sTom be3 downtime

T|
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Joint Consensus

CogCcan make Crew Can make

decisions alone | : decisions alone

Cnew"'";

C *~-----
odnew :  leader not in Ce,
Coia : . steps down here
. . >
Cold,new entry Cnew entry time

committed  committed T |
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AnropnTm

3anpoc nuaepy Ha cmeHy koHdurypauum ¢ Coy Ha Chew

@ CoxpansieT B or Coig pew W penanumpyet

o Kaxgblii cepeep coxpaHsieT Coid pew B JIOT 1 CPa3y HaynHaeT
NCMNoNb30BaTh

Jlngep ynan — Hosblii nugep u3 Corg pew UM Coig, HO He Chey
YcnewHo 3aKoMMUTIAN — NULepoM MoxeT cTaTb ToNbKO Coid. pew
Nupep coxpansieT B nor Cpey U peENANLMPYET 1 T. 4.

Coid 1 Cpeyy HE MOTYT OQHOBPEMEHHO MPUHUMATbL PeLleHUs]

T|
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OcobeHHOCTU

@ Ecnm nunpep Bxoant B Cyjy, HO He B Chep, TO AOSIKEH BLIATN U3
knactepa (pensmunpyet, HO He BXOAWUT B HONBLLUNHCTBO)

@ HoBble cepeepa MOryT bbITb NMyCTbIMU — BHavajle fobaBasieM Kak
HEro0CyoLWMNX, HO PEMINLIMPYEM Ha HUX JIOTH

@ VYnaneHue cepBepoB, KOTOPbIE HE B KypCe, YTO WX yAaNstoT, MOXET
CHNU3UTb MPON3BOAUTENILHOCTL KAAcTepa — WHULUWPYIOT
be3HaféXHblE BbIDOPSI

T|
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Log Compaction

Moaxoabi:
@ OuncTka 10roB — nepemMeLliaemM <>KMBbIE» 3aMnuCu B FOJ0BY U
OYMLLIAEM MEPTBLIA XBOCT

o WHkpemenTanbHoO un achbdekTrBHO
o OnpepeneHne XUBbLIX 3aNnUCeli MOXET BbITb CNOXKHBLIM

@ Cnenku — COCTOsIHME CUCTEMbI NMEPUOANYECKUN COXpaHAETCs Ha stable
storage, a nor cbpacbiBaercst

o Metnee acpdpekTnBHO (HEMHKPEMEHTANBHO)
e [lpocto

T|
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Snapshotting

1 2 3 4 5 6 7
1 1 1 2 3 3 3
Xe3|yel|lye9|xe2 | x<0ly«T7|x<5

snapshot 3 3
last included index: 5 ||ye«7|xe5

X« 0
y«<9

last included term:
state machine state:

3

»]

x

»

committed entries

Bagum Llecbko (TexHononuc)
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log index
before

N

> after
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Snapshotting: HtoaHcsl

@ Hy>xxHO pewnTb, Korga cosfgasaTh CAenKU — Hanpumep, npu
LOCTVDKEHUN JIOTOM OMpPeAeséHHOro pa3mepa
@ Copy-on-write gns acuHxpoHHoii 3anuck cnenkos + functional data

structures/fork ()

T|
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[Tpobnema

KOMaH,D'a MOXET NMPUMEHATBECA HECKOJIbKO pa3

(] ﬂmp,ep nony4dunn KoOMaHgy, 3aKOMMUTUN N yMep, HE yCneB OTBETUTb

@ KnuneHT menaet nepesanpoc

N nemnoTeHTHOCTL

KnnenT NMPUCBaAaNBAET KOMaHOaM YHUKAJIbHbIE NOCNAEA0OBATE/IbHBIE HOMEPA

v

Bagum Llecbko (TexHononuc) CAP. Commit.
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[Tpobnema

[NpoTyxlee 4TeHne
@ V nugepa ecTb BCE 3aKOMMUYEHbBIE USMEHEHMS
@ Ho B Havasle cemMecTpa OH He 3HAET, KTO U3 HUX 3aKOMMUYEH
@ BHauane oH fo/KeH 3aKOMMUTUTbL 3aMUCb U3 HOBOFO CEMECTpa

Pewenne
@ N0-0p B Hayase CeMecTpa

@ Heartbeat c bosblwnHcTBOM KNacTepa nepes oTBeTOM Ha read

Bagum Llecbko (TexHononuc) CAP. Commit. 25 anpens 2018 r.
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YTeHme Ha HOYb

Fallacies of Distributed Computing?0?’:

@ The network is reliable
Latency is zero

Bandwidth is infinite

The network is secure
Topology doesn’t change
There is one administrator
Transport cost is zero

@ The network is homogeneous

26nttp://en.wikipedia.org/wiki/Fallacies_of _Distributed_Computing
2TArnon Rotem-Gal-Oz. Fallacies of Distributed Computing Explained, T
http://www.rgoarchitects.com/Files/fallacies.pdf
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BubnnoTteuka

e Google. Distributed Systems and Parallel Computing?®
e Quora: What are the top startup engineering blogs?%®

2nttp://research.google.com/pubs/DistributedSystemsandParallelComputing.html T |
2nttp://www.quora.com/What-are-the-top-startup-engineering-blogs
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Bonpochk!?

@ https:
//polis.mail.ru/curriculum/program/discipline/604/

@ https://incubos.org/contacts/
@ He 3abyabte npo 113

T|
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