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ipes cepeuca

Never forget, even without remembering!?

“http:
//ksat.me/a-plain-english-introduction-to-cap-theorem/
Ever felt bad that you forget so much? Don't worry. Help
is just a phone away!
When you need to remember something, just call
555-55-REMEM and tell us what you need to remember.
For eg., call us and let us know of your boss's phone
number and forget to remember it. When you need to
know it back, call back the same number 555-55-REMEM
and we'll tell you what's your boss's phone number.

Charges: only $0.1 per request
CAP. Commit. 10 mas 2017 r. 3/86
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TunuyHbli ananor

@ Customer: Hey, can you store my neighbor’s
birthday?

@ You: Sure... When is it?

@ Customer: 2nd of Jan

@ You: (write it down against the customer’s page in
your paper note book) Stored. Call us any time for
knowing your neighbor’s birthday again!

@ Customer: Thank youl!

@ You: No problem! We charged your credit card with

$0.1 T|
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PacTéT Harpyska

Hy>xeHn Tonbko 6a0KHOT 1 TenedoH
OTnuyno paboraer

°
°

e CapadrarHoe paano

@ [lonyunnu dpuHarcuposarue ot YCombinator
°

COTHWN 3BOHKOB B f€Hb

[Mpobnembl nogxona
@ KnueHTbl BUCAT B o4epeamn Ha TenedoHe U 315TCS
e Bl 3abonenn v nponyctunn pabounii geHb v aeHb
OnoBeLLEeHWNIA
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Macwtabupyemcs

@ bepém xeHy B fonto

@ V kaxpgoro nobaBoYHbIA HOMep

@ KnneHTbl ncnonbsytot Bcé TOT e 5b55-b5-REMEM
@ ATC banaHcupyeT KANEHTOB MEXAY COTPYAHUKAMM

T|
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[Tpobnema

e Customer: Hey!

@ You: Glad you called “Remembrance Inc!”. What can
| do for you?

@ Customer: Can you tell me when is my flight to New
Delhi?

@ You: Sure... 1 sec, sir. (You look up your notebook.
WOW! There is no entry for "flight date"in
customer’s pagelll)

@ You: Sir, | think there is a mistake. You never told us
about your flight to Delhi.

e Customer: What?! | just called you guys yesterday!T|
(Cuts the calll)
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L‘|I/IHVIM HEKOHCUCTEHTHOCTb

@ [lepen Tem kak 3anucatb 4TO-NMbO, rOBOPUM
napTHeEpY

@ Taknm obpa3om, obHOBNEHNS XpaHATCA Y Hac obownx

e Korga kiveHT cnpalumnBaeT, To BCs nHgopMaLus nog,
PYKOW

[Mpobnembl nogxona

e [lonbue onepauun obHOBNEHNS, HO OmepaLnii
YTeHUs BONLLINHCTBO

@ Ecnn kTo-To 13 Hac 3aboneet — npobaema
HEeOOCTYNHOCTHN
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Consistent & Available
Consistent & Available

Hogasi Bepcusa anroputma:
@ [lepeq 3anucbto roBopuM NapTHEPY
@ [lapTHép HepgocTynen — oTnpasasieM emy email

@ B Hauane paboyero gHsi pasbupaem nouTy v
obHoBNsieM DAOKHOT

T|
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Partition Tolerance

@ MeHa obugenach, BCE-Taku npuwia Ha paboTy, HO
pelmaa He coobulate 0b 0bHOBNEHUSX

@ MoxHo peannsoBaTb partition tolerance, ecan
PEWNTb He MPUHMMATb 3aMpOoChl, NMOKa He
BOCCTQHOBUTCSA CBA3HOCTb C XKEHOU

e Ho Torga »epteyem availability

T|
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CAP theorem

E. Brewer. Towards Robust Distributed Systems, 2000.

CyTb
BbibepuTe 2 n3 3:
e Consistency
@ Availability
e Partition Tolerance

v
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[TosicHeHuns

Ha camom genel:
@ HesosmoxxHocTb nosiHoro obecnevenns C, A n P
@ P in a distributed system is a MUST HAVE

e [lapTnuuum oTHOCUTENBHO peaKn — Heobsi3aTeNbHO
xepTeoBaTb C/A npu ux otcyTcTBNU

Buibop paznuunoro cootHowenusi C/A ans pasHbix
NOACKCTEM, 3aNpOCOB, AaHHbLIX, NOAb30BaTENER 1 T. 4.

CgolicTBa HENPEPbIBHbI, a He bUHapHbI

http://www.infoq.com/articles/ T |
cap-twelve-years-later-how-the-rules-have-changed
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Latency

CAP nposiensietcst Bo BpeMs TaimayTa:
@ OTMeHUTb onepaumto = CHU3UTb JOCTYMHOCTb
@ [loaTBEPANTL ONEpaLNIo = CHU3UTb KOHCUCTEHTHOCTb
@ [lepesanpoc = oTNOXUTL peLLeHne

@ beckoHeuHbIi nepesanpoc = BbibUpaem
KOHCUCTEHTHOCTb

T|

Llecbko B. A. (TexHononuc) CAP. Commit. 10 mas 2017 r. 13 / 86



ObpaboTka napTuunii

@ ObHapy»xeHUe NapTULMOHNPOBAHUS
@ He Bce y3/1bl MOryT NpusHaTh NapTULMOHNPOBAHME
o MoxHo nogbupate TalimayTel = false positives
@ OrpaHunyeHue Habopa BO3MOXKHbIX
orlepaLl,Vll7|/CHV|>KeHV|e KOHCUCTEHTHOCTMU
@ MOXHO 3aNOMHUTL N KOTNOXKUTLY» ONepaLuio
@ Yahoo PNUTS: nokanbHblii MmacTep per user +
ACUHXPOHHAs PENANKALNS = MEHbLUE 3aAEPXKKM
o Facebook?: macTep Bcerga oguH, 3anuck B yAan&HHbI
macTtep u yTeHune 20 cek U3 macTepa, 3aTem u3
JIOKaNIbHOW pennnkun
@ BoccTaHoBneHe KOHCUCTEHTHOCTU U YCTpaHeHne
____owmmbok
2http: T |

//www.facebook.com/note.php?note_id=23844338919&1d=9445547199
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KapTuHka

State: §'

State:§ i State: 1

(Operations on 5

State: 52

Partition'starts o '
«— Partition mode ——p

Time——»

Figure 1. The state starts out consistent and remains so until a partition starts. To stay
available, both sides enter partition mode and continue to execute operations, creat-
ing concurrent states S, and S, which are inconsistent. When the partition ends, the
truth becomes clear and partition recovery starts. During recovery, the system merges
S, and S, into a consistent state 5'and also compensates for any mistakes made during
the partition.
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T ptoku

@ Bcsi cuctema HemocTynHa — ecTb, HanpuMmep,
HTML5 on-client persistent storage

@ PaznnyHble 0b1acTu KOHCUCTEHTHOCTU MpY
naptuuusix (primary partition, quorum)

e LllapanposaHue

e Het rnobanbHbix MHBapUaHTOB
e Ho BO3MOXeH nporpecc fake nNpv nNapTuLmsax

T|
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BOCCTaHOBﬂeHVIe KOHCUCTEHTHOCTWN
BoccTaHoBAEHNE KOHCUCTEHTHOCTM

@ Hy>xHO 3HaTb MHBapuaHTbl (He BCerga 04eBMAHO)

@ [loyTtn TO XKe, 4TO NnapaajiejibHble obHOBNIEHNSA B
MHOIONMNOTOYHOM NMPOrpaMMnNpPoOBaHnNN

@ BekTopHble Yyacbkl ais 0bHapy»KeHUst KOHDINKTOB

@ OtkaT ownbok (xenaTensHo MMeTs Nor onepaumnii —
cm. DVCS)

o Commutative Replicated Data Types (CRDTs)3*

3M. Shapiro et al. Conflict-Free Replicated Data Types. 2011
#M. Shapiro et al. Convergent and Commutative Replicated Data Types. T
2011
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[Tpumep: ATM

nBapuanT: banaHc bonble 0
Belbupaem availability

°
°
e (BsA3b nponasa — NMMUT Ha CHATUE HAJIMYHbBIX
e Onepayust KOMMyTaTNBHA

°

CBA3b BOCCTAHOBMIACh — CcYUTaeM Hanatc,
BO3MOXHO, WTpad 3a overdraft

Cm. Check kiting®

Shttp://en.wikipedia.org/wiki/Check_kiting
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Use Case: Ebay

Principles for Scaling®:
@ Partition Everything
o Vertical, horizontal, no session state
@ Asynchrony Everywhere
e Events, multicast
@ Automate Everything
e Adaptive configuration, machine learning
@ Remember Everything Fails
o Failure detection, rollback, graceful degradation
@ Embrace Inconsistency
e Eventual consistency, no distributed transactions

%Randy Shoup at LADIS 2008, http://www.cs.cornell.edu/projectsT
ladis2008/materials/eBayScalingOdyssey%20ShoupTravostino.pdf
CAP. Commit. 10 mas 2017 r. 19 / 86
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Onpepenexue

TpaHzakums

A unit of work performed against a database, and treated
in a coherent and reliable way independent of other
transactions?

“http://en.wikipedia.org/wiki/Database_transaction

[ee dpunococpun:

e ACID” — focus on consistency
e BASE — focus on high availability

"Name was coined (no surprise) in California in 60's
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ACID-TpaH3akuum

@ Atomicity — «sinbo Bcé, nnbo Huvero»
e commit/rollback, undo-log, aTomapHbie onepauuuy, ...
e Consistency — nepexof 13 0fHOr0 «KOPPEKTHOMO»
COCTOSIHUSI B Apyroe
@ lIHpekcbl, CCbIKK, OrpaHnYeHuns, TpUrrepsl, ...
e Isolation — wnnio3nsa nocnegoBaTensbHOro
BbIMNOJIHEHWST TPaH3aKLUUIA

e VYpoeHu nsonsumn: Read uncommitted / dirty reads,
Read committed / non-repeatable read, Repeatable
reads / phantom reads, Serializable, MVCC8, ...

e Durability — HagéxHoe gonrospemeHHoe xpaHeHune

8http: T |

//en.wikipedia.org/wiki/Multiversion_concurrency_control
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PacnpenenénHbii commit

@ Two-phase commit protocol®

@ Three-phase commit protocol®

o Paxos!!

o Raft!?

%http://en.wikipedia.org/wiki/2PC
Ohttp://en.wikipedia.org/wiki/3PC
Uhttp://en.wikipedia.org/wiki/Paxos_(computer_science) tl?

https://raft.github.io
CAP. Commit. 10 mas 2017 r. 22 / 86
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ACID in CAP

e Atomicity
e llcnonb3yeTcs Bo BCex mapTuumsax
e VYnpoulaeT BOCCTaHOBNEHNE
e Consistency
e HeBo3MOXHa nNpu NapTULUOHMPOBAHNN
@ 3anpeT HeKOTOpbLIX OnepaLnii
e BoccraHoBneHne nHBapnaHToB BNOCAEACTBUM
e Isolation
@ MoxHo paboTaTb TO/IbKO C Of4HOW NapTuumei
e Jlnbo bonee cnabasi KOPPEKTHOCTL, KOMMEHCHMpPYEMas
BOCCTaHOBJIEHMEM
@ Durability
@ Durable history nossonsiet ucnpasnsite owmnbkn npw
BOCCTaHOBNEHUN |

] I/IHorp,a ocnabnsioT n3-3a AOPOroBuU3HbI
CAP. Commit. 10 mas 2017 r. 23 / 86



Dan Pritchett. BASE: An Acid Alternativel3. 2008:
e Basically Available

e Soft State
e Eventually consistent

T|

24 / 86

Bhttp://queue.acm.org/detail.cfm?id=1394128
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Two-Phase Commit Protocol

Distributed atomic commitment protocol
commit wim abort (rollback)
Mepexxusaet (HekoTopkie) BpemeHHble cbon

[Monaraetcsa Ha Jorrnpoeanmne oA BOCCTAHOBAEHUA

Bocctanosnenne — 60nblwias 4acTe AOrMku
NpPOTOKOMA

T|
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IS RSNl Two-Phase Commit Protocol

e Commit-request (voting)
o KoopauHaTop nbiTaetcs NogroToBUTh YHaCTHUKOB
TpaH3akuuu
o Kaxpaplii yqacTHuk oteedaet Yes unm No
e Commit
e KoopanHaTop NprHUMAET pelueHne Ha OCHOBE OTBETOB
o Bce ckazanu Yes = commit, No = abort
o KoopanHaTop oTnpaBisieT pelleHne y4acTHUKaM
@ VY4aCTHMKMN NPUMEHSIIOT PELLEHNE

[Npeaycnosune J
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[1peanonoxxeHus

@ BblgeneHHsblli koopguHaTop

o Stable storage!* + write-ahead log (WAL)
@ V3bl He yMUpatoT HaBceraa

@ [laHHble B WAL He TepsitoTcst 1 He nopTsTcs
°

Jltobble aBa y3nbl MOTYT 0DLLATHLCS

BHumaHne
Ecnn nonHoCTbIO YHUYTOXUTL y3€/1, MOXKHO MOTEPSTh
JaHHble

-1-
Yhttp://en.wikipedia.org/wiki/Stable_storage
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IS RSNl Two-Phase Commit Protocol

[lnarpamma

1
|

!

Commit request phase

/

' Query to commit._,

Vote Yes/No

! N
prepare*/abort*

Commit phase

- N
commit*/abort*

commit/rollback

N,
>

) N
commit*/abort*

Llecbko B. A. (TexHononuc)

CAP. Commit.

10 masn 2017 r.
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OnTummnsayunm

e Presumed abort/commit: pabotaer npu
BOCCTaHOBJ/IEHNMN, SKOHOMIM Ha JIOFTMPOBaHUN,
NCMOMb3YEM CTAaTUCTUKY U OXKUAAHUS

e Tree two-phase commit protocol
(Nested/Recursive 2PC): arperaunsi B y3nax gepesa,
5KOHOMHEE WCMONIb3YeM CETb

e Dynamic two-phase commit: otnpaesnsem
pelleHre OCTaBLIEMYCS MOJYYHY, AVHAMUYECKIT
BblIbOp KoOpaMHaTopa, bbicTpee ocBObOXKAAEM

pecypcsi T |
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OrpaHunyeHns

Brokunpytowniics npoTokon

Ecnmn koopanHaTOp UCHE3HET, TO HEKOTOpPbIE YHACTHUKN
MOTYT HE 3aKOHYUTb TPaH3aKLMUIO:

@ VY4acTHUK oTnpaBua KoopanHaTopy Yes
e KoopauHaTop ynan

@ YyacTHuk oxugaer commit mnm rollback

Llecbko B. A. (TexHononuc) CAP. Commit. 10 mas 2017 r.
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[ToBeneHmne npu cbosix

[Mpumep cutyayuu:
@ Pennuka BbinonHuna commit n ynana BMecTe C

KOOPAMHATOPOM

(*] CI/ICTeMa HE MOXXET BOCCTAHOBUTbL PE3Y/IbTAT
TPaH3aKUNI:
e Tonbko ymeplume 2 HOAbl 3HAIOT TOYHbIN pe3ynbTaT
@ Pessimistic abort HeBO3MOXeH — ynaBLUasi pensunka
MOrna caenatb commit
o Pessimistic commit HEBO3MOXeH — U3HAYabHOE
peweHne Morno bbiT abort

T|
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Three-Phase Commit Protocol
Three-Phase Commit Protocol

@ HasHauenue kak y 2PC

e Hebnokupytowmincs — orpaHnyerne ceepxy Ha
commit/abort

o Jlyuwe BeadT cebs npu cbosx®

@ 2PC daza Commit pasbusaercs Ha 2 dasbl —
nony4daem 3PC

http://the-paper-trail.org/blog/ T |
consensus-protocols-three-phase-commit/
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IS NNl Three-Phase Commit Protocol

[lnarpamma

Llecbko B. A. (TexHononu

Phase 1: Voting... /J

\_ Can commit?

cancommit?_,

K N
Status: Uncertain
Timeout causes abort

< Yes

2 N |
Timeout causes abort H
T .

T

Phase 2: Commit authorized /
} preCommit
[EEm— ]

|
:<ACK
|

N
H Status: Prepared to commit
I Timeout causes commit

N N
Timeout causes abort

Phase 3: Finalizing commit /

! doCommit >

haveCommitted !

Status: Committed )

B3

CAP. Commit.

10 masn 2017 r.
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AHanns

Btopasi dpaza AOHOCUT pelueHne A0 BCEX YHACTHUKOB
=> COCTOSIHME MOXXHO BOCCTaHOBUTL npu cboe
pPenINKM

Phase 3 = 2PC Commit
[pn cboe koopaMHaToOpa COCTOsIHME
BOCCTaHaBNMNBAETCA C NOMOLLBIO pennuk:
o Phase 1 (kTo-To He nonyu4un Can commit?) =
CNOKOWMHO aenaem abort
o Phase 2 (kto-To nonyunn preCommit) = A0BOAUM
TpaH3akuuio Jo commit

Fail-stop

Heycroiiuns k network partitioning.
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Lamport timestamps

Lenb

Onpesenutb nopsifok cobbITuii B pacnpeneséHHoii
cucteme?

aLamport, L. Time, Clocks, and the Ordering of Events in a
Distributed System. 1978

[NpaBunna:

@ Kaxkablli NnpoLecc MMeeT CHETHUK

@ llHKkpemeHT nepef KaxkbliM CObbITEM

@ 3Ha4deHMe CHETYMKA BMECTE C KaXKIbIM COODLLEHMEM

@ [lpu nonyyeHnn coobuieHns T|
Cselir = max ( Ceeir Csender)
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Dopmannzayus

e C(x) — Bpems cobbiTus x

e Vavb(a # b = C(a) # C(b))

o [lns paznuuns cobbiTuii B pasHbix npoueccax 4acto
nobasnstot PID

@ OTHowweHne happens-before: —

@ Clock consistency: a — b = C(a) < C(b)

@ Strong clock consistency: C(a) < C(b) = a — b —
Tonbko 4vepe3 Vector Clocks

@ Ho BepHo, uto C(a) > C(b) = a /A b T|
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AHanns

@ HeBo3MOXXHO TOYHO CUHXPOHN3NPOBATb Bp€M$|16

@ Ecnu npouecchl He obuiatoTcs, To Mexay ux
CODBLITUAMMN HET OTHOLLIEHUS NOPSIAKA

e ObecneuymnBaercs Nnib YaCTUYHbIW NOPSIAOK

16XoTs cm. http://research.google.com/archive/spanner.html
CAP. Commit. 10 mas 2017 r. 37 / 86
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Vector clocks

Lenb

@ BBeectu yacTuuHbIli nopsigok cobbiTuii B
pacnpenenieHHON cncreme

@ OOHapy>XUTb HapYyLIEHNST MPUYNHHO-CAEACTBEHHbIX
CBsA3ell

Onpeaenexne

BekTopHble yackl B cucteme ¢ N npoueccamm — 370
maccre N normyecknx 4acos No OAHOMY Ha MpoLEecc

T
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[TpaBuna obHOBNEHUS MaccMBa 4acoB

@ VI3HauyanbHO BCe yackl BbicTasfeHbl B 0

@ [lpn KaXxxgom cobbITUN NPOLECC UHKPEMEHTUPYET
CBOM Jiornyeckme yacol Ha 1
@ [lepen oTnpaBKoil COODLLEHNS NPOLECC:
o lHKpemeHTUpyeT cBOM Nlormyeckre 4achbl
e OrnpaBnsieT BeCb BEKTOP BMECTE C COODbLLEHNEM
@ [lpu nonyyennn coobuieHns npouecc:

o llHKpemeHTUpyeT CBOW noruyeckne Hacoi
o ObHoBNsEeT CBOIA BEKTOP, Bepsi MOKOMMOHEHTHbII
MaKCUMYM C MPUC/IaHHBIM BEKTOPOM

T|
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[Tpumep

Time

A

IA:0
v og
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[RETT-EUEEIS Il Vector clocks

Dopmanmnzsayms

C(x BEKTOPHbIE YaCbl CODLITUS X

(x) —
@ V(C(x), — KOMMOHEeHTa BEKTOPHBIX 4acOB MpoLecca z
C(x) < VC(y) & Vz[V(C(x), <

VC(y).] A 3Z'[VC(x)r < VC(y),]

x —y < VC(x) < VC(y)

VC(x) < VC(y) = C(x) < C(y)

OtHoweHue happens-before aHTuCMMeETpUYHO ©

TPAH3UTUBHO

T|
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MoTunsauus

There are significant gaps between the description of the
Paxos algorithm and the needs of a real-world system...
and the final system will be based on an unproven

protocol!’ .

Raft

(*] rlpOTOKOJ'I KOHCEHCYCA ONA peENANLNPOBAHHbBIX

aBTOMATOB
@ bonee npocToii, NOHATHBLIW 1 peannsyemsblli Yem

Paxos
@ [leMOHCTpUpYeT NOrUKy paccy>xaeHunii

- o
7Chandra T. D., Griesemer R., Redstone J. Paxos made live: an engineerinl

perspective. 2007
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Ceblnku
@ Replicated State Machines!®
@ Ongaro D., Ousterhout J. In Search of an
Understandable Consensus Algorithm. 2013.
o Diego Ongaro. Raft lecture'® (Raft user study)
o Diego Ongaro. Paxos lecture®® (Raft user study)
@ MHuoxecTBo peannsauuii®!

18http://en.wikipedia.org/wiki/State_machine_replication
Phttp://www.youtube. com/watch?v=YbZ3zDzDnrw
2Onttp://www.youtube.com/watch?v=JEpsBgOAO60 T |
2nttps://raft.github.io/#implementations
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Replicated State Machines

@ PaboTatoT Ha MHOXeCTBe y3/10B

@ Bbiuncastor NOEHTNYHbBIE KOMNK OQHOTO N TOro e
COCTOAHNA

VcTonumBbl K MNafgeHNto y3J10B

@ PennnumposanHbiii nor (nocnegoBaTensHOCTSL
KOMaHz,)

@ Pewaemble 3agaun: BbIbOp Nuaepa, XpaHuauLLe
KOHDUIypauuii n ap.
@ [lpumepsl: Chubby, ZooKeeper, etcd, Consul, ... T|
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Ocobennoctn Raft

Strong Leader

o KnneHTbl 0bwatoTcs ToALKO C naepomM
o [laHHble TONbKO OT NnAepa K penankam

e Leader Election
o CnyualiiHble Talimepsl
Membership changes
@ Joint consensus

(Dopmaana onncaHa N gOKa3aHa be3sonacHoCcTb

[1pon3BOANTENBHOCTL Ha YPOBHE aHaIOroB

T|

Llecbko B. A. (TexHononuc) CAP. Commit. 10 mas 2017 r. 45 / 86



Anropntm paboTbl nuaepa

Q [llonyunTb KOMaHZy OT KJIMEHTA

© [obaBnTb B NOKaNbHLIA 0T

© [ocTaBnTb kOMaHZy Apyrum ysnam

Q [lpu ycnexe NpnMeHUTbL KOMaHAY K CBOEMY aBTOMaTy

© BepHyTb oTBeT aBTOMaTa KANEHTY

T|
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CBoiicTBa NpoTOKOAA

e be3onacHocTb: HuKoraa He BEPHET HEKOPPEKTHbIIA
pe3ynbTat

o Non-Byzantine?? fault tolerance?
@ YUunTbIBAaET HEHAZEXKHYIO CeTb

e [ocTtynHocTb
o [loka paboTatoT n MoryT obuwaTbcst 6O/ILLINHCTBO Y3108
@ V3/bl 0OCTaHaBAMBAOTCA U CHOBA NoAKNKOYaOTCA

e HesaBucmmocTb oT abCcoOTHOro BpemeHu

(*)] KOMaH,ﬂ,a BbIMONHAETCA Npn OTBETE OT
bonblINHCTBA — yCTOI7I‘-IMBOCTb K MEOJIEHHbIM Yy3/1aM

22nttp://en.wikipedia.org/wiki/Byzantine_fault_tolerance T |

Bhttps://c3.nasa.gov/dashlink/resources/624/
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[logcucremsi

@ Bribop nugepa
@ Pennukauyus nora

@ BesonacHocTb/koppekTHOCTL

Llecbko B. A. (TexHononuc) CAP. Commit.

10 masn 2017 r.

T|
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KnacTep

@ Heckonbko y3nos (3, 5, ...)
@ V3én B OAHOM U3 TPEX COCTOSHMIA

o Leader
o Follower
o Candidate

@ B HopmanbHoM pexume: 1 nungep n n— 1
nocnegoBaTenen

o [locneposaTtenu naccueHbl: oTee4YatoT Ha RPC ot
angepa U KaHauaaToB

T|
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CocTosiHUs y3na

‘ starts up | Follower ‘

>

discovers current
leader or new term

times out,
starts election

discovers servers
with higher term

times out,
new election

—

received votes from
majority of servers
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CemecTpbi

@ Bpems pasbusaercs Ha cemecTpsi (terms)
HeonpeLeneHHOL Ak

o CeMecTpbl HyMepytOTCA NOC/IEA0BATENBHO

@ Kaxaplii cemecTp HaumHaeTcs ¢ Bbibopa sinaepa

@ Ecin kangupat BbiMrpbiBaeT BbIOOPbI, TO OH CAYXWT
NAEPOM [0 KOHLIA CEMeCTpa

@ Ecnn HukTO He nobeaun Ha BbIbOpax, HaYMHaeTCs
HOBbIN CeMecTp

NuBapuanT

B kakgom cemecTpe He bosiblie OfHOrO Nnaepa ’|

24 AHanor NOrMYeckux 4acos
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CemecTpsl: [1pumep

term 1 term 2 3 term 4
>
terms
election normal no emerging
operation leader

T|

Llecbko B. A. (TexHononuc) CAP. Commit. 10 mas 2017 r. 52 / 86



ObHapy»xeHune ycTapesLlel MHMOPMaLny

@ Kaxabli y3en XpaHuT TEKYLLUA CceMecTp

@ TekylWnii cemecTp KaxxAablli pa3 nepefaércs B
3anpocax

@ Ecnm Tekywmii cemecTp MeHblUe MpuLLEALLIEro,
BbIOVpaemM npuleawmnii

e Ecnn kanguaaT vnn nnpep — step down

e Ecnu npuweawinii cemecTp MeHblle TEKYLLErO, TO
OTBEpraem 3anpoc

T|
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@ RequestVote — KaHAMZAT NpOCUT OTAATL €MY rON0C

@ AppendEntries — nugep penanuympyet KOMaHAabl +
heartbeat

T|
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VcnoBus 3anycka

Follower He nony4aet heartbeat B TeyeHne election
timeout

Follower yBenuuneaer tekywunii cemectp

°
@ [lepexofuT B COCTOSIHME KaHAMAATA

@ [lapannenbHo oTnpasnsieT BceM RequestVote
°

[Mepesanpockl 4O MOMYYeHNUs OTBETA UM OKOHYAHUS
BbIOOPOB

T|

Llecbko B. A. (TexHononuc) CAP. Commit. 10 mas 2017 r. 55 / 86



YcnoBmMsS oCTaHOBA

e Follower Boinrpan Boibopsl (Habpan 6oabWUHCTBO
rof10coB)
o Kaxablii y3en ronocyet eguHoxgsl 3a cemectp (FIFO)
e HosBblii ingep HaumHaeT paccoinaTh BceM heartbeats
@ [pyroii ysen ctan nugepom
e Kaugupgat nonyyun AppendEntries c cemecTtpom >
TEKYLLEro
o Kangmugat nepexognT B coctositue follower (step down)
@ Hactynun TalimayT, a nobeautens Bcé HeT

@ HukTo He Habpan bonblimHCTBA ron0COB
o Kangugat nepexognt B coctositue follower (step down
o Random election timeout |
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DopmaT nora

1 2 3 4 5 6 7 8
1 1 1 2 3 3 3 3
Xe3|lyel|y«9|xe2|x<0fy<7| x5 x4

1 1 1 2 3
Xe3|ye—lly<9|x«2|x<0

1 1 1 2 3 3 3 3
X3 |y« l|ye9xe2|x<0|y<7|x<5]|x<4

1 1
xe<3|y<1

1 1 1 2 3 3 3
X3y lly«9|xe2|x<0]|y<T7|x<5

x

committed entries

Llecbko B. A. (TexHononuc)

X

CAP. Commit.

log index

leader

> followers

T|
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Committed Entry

@ [apaHTupyeTcs, 4To DyAeT BbINOSHEHA BCEMY
aBTOMaTamu

@ B npocreiiwem cnyvae — ecnn noateepxaeHa
3anuck bonbwmHcTBoM (cM. 3anncn 1-7)

@ Jlugep nepecbiiaeT NHAEKC NOCNEAHENO KOMMUTA B
AppendEntries — followers kommuTsT

T|
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Log Matching Property

Ecnn y aByx 3anuceii B pa3Hbix Jlorax COBNajatoT UHAEKC
N CemecTp, TO:

@ OHun copepxaT 04MHAKOBYIO KOMaHAIy
o Jlnpep co3naéT He bonblue OfHON 3anucu C OgHUM
WHAEKCOM 1 CEMECTPOM
@ 3anucu B Slore He NepeMeLLatoTCs

@ Jlorn NOEHTU4HHbI BO BCEX NMPEALUECTBYHOLWNX 3aNMncAax

o Jlnpep c AppendEntries nepecbiniaeT UHAEKC N CEMECTP
npeablayLeii 3anucu

o Follower oTepraer 3anpoc, ecnn He cosnagaer

o Lllar nHaykumn

T|
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AT
Ho moxkeT DbITb Tak

123456 7 8 9101112 log index
[1]1]1]4]4][5]5]6]6]6] eader for

term 8

@ [I[I[i[4[4[5[5l6l6]
© [1]1]1[4]4[5]5]|6]6]6]6]

@ (1f1[1[4[4][5[5][6]6]6]7]7] >
@ [1]1]1]4f4]4]4]
o [AA222EEEE6E] T|
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[TosicHeHuns

@ a-b — He xBaTaeT 3anuceii
@ c-d — nuwHune 3anucu

@ e-f — oba cayyas

T|
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Paspeluerne KOHPANKTOB

@ 3ameHa koHdnkToB Ha followers 3anucsamun nora
angepa
@ Jlngep nomuuT nextIndex ans kaxgoro follower —

N3HAYaNbHO CNefyoLWNiA 32 NOCNEAHUM B JloTe
@ Vcnonbayetrcs RPC AppendEntries Consistency

Check

o Ecnm owwnbka, To nextIndex - 1 u retry
e Ecnu coenapetue, To ypansetcs xBocT n gobasnstorcs
3anucy ora amgepa

@ ABTOMaTM4eckass CXOANMOCTb JIOrOB
o Jlngep HuKoraa He yaansieT un He nepes3anincbiBaeT
3anncyu B COBCTBEHHOM nore T|
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[Tpobnema

Jlngep 3akOMMUTIA HECKOIBKO 3anucei
MNocnepgoBaTenb Obin HemoOCTYMNEH
Jlnpep ywén c pagapos
[NocnepgoBaTenb CTan HOBLIM INAEPOM

HOCﬂe,ﬂ,OBaTeﬂb nepesanncan BCEM JiOTK

B pesynbTaTe pasHbie aBTOMaTbl BbINOJAHWN Pa3HbIid
Habop KoMaHA

T|
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PelieHnne

Pacwwupnm npoTtokon:

@ OrpaHunyeHue Ha y3/bl, KOTOPbIE MOTYT CTaTb
NNLEPOM

@ OrpaHnyeHue Ha 3anucK, KOTOPbIE CHUTAOTCS
3aKOMMUYEHBIMU

Obecneynsaem:

@ Jlngep ntoboro cemecTpa comepXuT BCe 3anucwy,
3aKOMMMUYeHble B MPeAblAyLLMX CEMECTpax

@ 3anncu Hanpae/eHbl TONBKO OT AuAepa K
nocnefoBaTeNsim

@ Jlugepbl HUKOrAa He Mepe3aTupatoT 3anucy B CBoél\T|

nore
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OrpaHudeHune Ha BbIbOp Angepa

@ Bcé Tak »e Hy)xHO cobpaTb rosioca bosbWNHCTBA

@ Ho MoXXHO cTaTb IAEpOM, TONBKO €CAN HaLl JIOT He
MEHee CBEeXWIi, YEM Y KaXK[Oro roAOCYHOLEro

@ RequestVote RPC copepxuT nHopmayuto o
nocnegHen 3anucu B Jiore

@ Jlor HOBee, eC/N CEMECTP CTapLUe MK NHAEKC
bonblue (nor anntHee)

T|
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Raft KoppekTHocTb

KoMMUTbI
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Cayyaii 1

@ Hanbonee nonynsipHbiii

e Jlnaep penauumpyeT 3anucb U3 TEKYLLEro CEMECTPa

@ 3anncb 3aKOMMUYEHA, KaK TOJIbKO MOATBEPAUT
DONbLINHCTBO

@ Jlugepom MoryT cTaTb TOJIbKO T€, Y KO0 eCTb 3Ta
3anuch

T|
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Raft KoppekTHocTb

KoMMUTbI

214
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Cnyyaii 2

Jlnpep KOMMUTUT 3aNUChb N3 NPEeAbIAYLLErO CEMECTPa
Jlnpep cemecTpa 2 co3gan 3anuck No UHAEKCY 2,
oTpenauuuposan Ha S1 n S2 n ynan

S5 cran angepom B cemectpe 3 (cobpan ronoca y S3
n S4)

3anucan 3anucb B CBOWA JIOF MO UHAEKCY 2 1 ynan

S1 crtan nugepom B cemectpe 4 (ronoca ot S2 n S3)
OTpenanuuposan 3anucb no nHaekcy 2 Ha S3
HesakoMMuyeHa HecmMoTpsi Ha BOBLLIMHCTBO

S5 moxeT cTatb nuaepom (ero sior Hosee Yem S2, S3
n S4) u pacnpocTpaHuTL CBOE 3HaueHune no T|
NHOEKCY 2
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OrpaHI/I‘-IeHVIe Ha KOMMWUTDbI

o [loka HOBbIi AMAEp HE 3aKOMMUTUT 3anNucChb 13
TeKYLLLero ceMecTpa, OH CHUTAET NpeablayLiune
3annCcu He3aKOMMUYEHbIMM

@ Cm. cnyyaii 3 — nocne atoro S5 He MoXeT cTaTb
NLEPOM

o CM. JOKa3aTenbCTBO KOPPEKTHOCTN

25Safety proof and formal specification for Raft: http: T
//raftuserstudy.s3-website-us-west-1.amazonaws.com/proof .pdf
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Timing and availability

Timing requirement
broadcast Time < election Timeout < MTBF J

Tunn4yHble 3Ha4YeHNs:
@ broadcastTime: 0.5-20 ms
e electionTimeout: 10-500 ms
e MTBF: <« month

T|
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N3meHeHne KoHcburypauun knacrepa
/IameHeHne KoHMUIrypaLummn KnacTepa

(] ﬂpe,qnonaraﬂm, 4TO COCTaB y3J10B CTATU4HEH

@ Ho uHorga Hy>xHO 3aMeHsITb CepBepa UK N3MEHATb
YPOBEHb penanKaymm

@ B ngeane — 6e3 downtime

@ Il aBTOMaTNYECKN — UCKIOHYUTL YeNoBeYeCKuni
dakTop

T|
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Cutyauus
Cold C'new
Server 1 1
Server 2 I
Server o
severs (D
severs (NI
>
) time
problem: two
disjoint majorities T |
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[Tpobnema

Mpobrema

Bo3MoXxxHO 0fHOBpEMEHHOE CyLLEeCTBOBaHUE ABYX JMAEPOB
ANs1 OQHOrO CeMecTpa B [BYX NoAKaacTepax

Peweruns:

@ 2PC: cHayana BblK/ItO4aeM CTapyto KoHMrypauuto,
BO3MOXeH downtime

e Raft: npomexxyTouHas kondurypaums (joint
consensus)

T|
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KombuHauwms gByx KoHpurypauymii:

@ 3anucu pennnuupyoTcs cepeepam B obenx
KOHMPUTYpaLnsix

o Cepeep 13 06O KOHPUTYpALUU MOXKET CTaThb
NAEPOM

@ Hy>xHO cobpaTb DONBLINHCTBO B KaXK A0
KOHMPUTYpaLuy No-oTAeNbHOCTH

@ [lpn sTom be3 downtime

T|
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Joint Consensus

Cog can make C,ew Can make

decisions alone | : decisions alone

Cnew.'-";

Coldnew"'"'-
c ’ : . leader notin C,,,
old : . steps down here
>

Cold,new entry Cnew entry time
committed committed

T|
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AnropnTm

3anpoc angepy Ha cmeHy koHdurypauum ¢ Coiy Ha
Cnew

CoxpatsieT B nor Cog pew U pennuunpyet

Kaxxpapiii cepeep coxpaHseT Coig new B JIOT U Cpasy
HaYMHAET UCMNOb30BaTh

Jlngep ynan — Hosblli angep n3 Cogpew N Colg, HO
HE Cnew

VcnewHo 3akOoMMUTUAN — ANAEPOM MOXKET CTaTb
TonbKO Cold new

JIngep coxpansieT B nor Cpey W PENANUNPYET U T. 4.
Colg W Chey HE MOTYT OQHOBPEMEHHO T|
NPUHNMATb PeLLEHUS
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Wamenenue rondburypaunm knacrepa
OcobeHHOCTHU

@ Ecam nupep Bxoant B Cyjy, HO He B Chepn, TO AOJIXKEH
BbIATU U3 KnacTepa (penniuyupyer, HO He BXOAUT B
BONBLLINHCTBO)

@ Hosble cepeepa MOryT ObITb MyCTbIMU — BHavase
nobaBnsieM Kak HErosIoCyoLLINX, HO PEMINLUPYEM Ha
HUX NoT K

@ VianeHune cepBepoB, KOTOPbIE HE B KYpCE, YTO UX
YOANSIOT, MOXKET CHU3UTb MPOU3BOANTENBLHOCTD
KJacTepa — UHULMNPYIOT De3HaAEXHbIE BbIOOPD

T|
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Log Compaction

MNoaxoab!:
@ Ouncrtka 10roB — MepemMeLlaeM <« >KWBbIE» 3annucu B
roJIoBY U OYULLAEM MEPTBbI XBOCT

o lHkpemeHTanbHO U 3phekTUBHO
o Onpepenenmne XUBbLIX 3annceii MOXET DbITb CNOXKHBIM

@ Cnenknm — cocTositHUE CUCTEMBI NEPUOANYECKM
coxpaHsieTcs Ha stable storage, a nor cbpaceiBaercs

o Menee acppekTNBHO (HEMHKPEMEHTANBHO)
e [lpocto

T|
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Snapshotting

1 2 3 4 5 6 7 log index

1 1 1 2 3 3 3
X3 yellye9|xe2|x<0|y<T7|x<5 before
snapshot 3 3 )
last included index: 5 ||lye7|x<5
last included term: 3
state machine state: > Sl
X« 0
y <9 J
- . T|

od entries
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Snapshotting: HtoaHcsl

@ Hy>xHO pewnTb, Korga co3gaBaTh CNENKN —
HanpuMmep, Npyu AOCTVXXEHUUN NOrOM OMpPEeAeNEHHOIO
pa3smepa

e Copy-on-write anist aCHXPOHHOW 3anucK ClenKkos +
functional data structures/fork ()

T|
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[Tpobnema

KomaHp,a MOXET NMPUMEHATBECA HECKOJIbKO pas3

(] ﬂmp,ep nonydunn KoMaHagy, 3aKOMMUTUN N YMEpP, HE
ycneB OTBETUTb

o KnueHT menaet nepesanpoc

|/|,qu NMOTEHTHOCTb

KnnenT NPUCBanMBa€T KOMaH4aM YHUKAJIbHbIE
nocnefoBaTesibHbIE HOMEPA

T
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[Tpobnema

[MpoTyxlliee 4TeHne

oV annepa eCtb BCE€ 3aKOMMUYEHBIE N3MEHEHINA
@ Ho B Havane CEMECTPA OH HE 3HAET, KTO N3 HUNX
3dKOMMWN4EH

@ BHadane oH gonxkeH 3aKOMMUTUTb 3anNnCb U3 HOBOMO
cemMecTpa

Pewwerne
@ No-0p B Hayasle CeMecTpa

@ Heartbeat ¢ bonblMHCTBOM KnacTepa nepef OTBETOM
Ha read

v
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YTeHme Ha HOYb

Fallacies of Distributed Computing

2627.

The network is reliable
Latency is zero

Bandwidth is infinite

The network is secure
Topology doesn’t change
There is one administrator
Transport cost is zero

The network is homogeneous

26http:
//en.wikipedia.org/wiki/Fallacies_of_Distributed_Computing
2TArnon Rotem-Gal-Oz. Fallacies of Distributed Computing Explained,

[ D W 0093
Llecbko B. A. (TexHononuc)

ects. com/flles/fallac1es .pdf
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BubnnoTteuka

@ Google. Distributed Systems and Parallel
Computing?®

e Quora: What are the top startup engineering blogs??°

2nttp://research.google.com/pubs/
DistributedSystemsandParallelComputing.html

Phttp: T |
//www.quora.com/What-are-the-top-startup-engineering-blogs
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Bonpochk!?

@ https://polis.mail.ru/blog/view/111/
@ https://incubos.org/contacts/
@ He 3abyabte npo [13

T|
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