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O nekTope

http://kspt.icc.spbstu.ru/people/tsesko/
http://digiteklabs.ru

https://yandex.ru
https://compscicenter.ru/teachers/12/
https://v.ok.ru
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Onpoc

Kakne pensiymontsle CYB/l npuxoannock
NCnosib30BaTh?

@ YTO BbI3bIBAET CAOKHOCTY MPY UCMOTb30BAHUN
pensunorHbix CYB/[7?

KakoBbl orpanudenns pensunortsix CYB/7?
C kakumu NoSQL CYB/l 3Hakombi?
Y10 xotenn bbl y3natb npo NoSQL?

T|
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DopmaT

@ [lo cpegam c 18:30 mo 21:45
@ 3 nekuuu
@ 3 ceMuHapa/KOHTPOJIbHbIX 3aHSATNIA

@ [ pynnoBble NpoeKThbI

T|
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[TpoekT

Henvmca Ha rpynnb
Bbibnpaem Temy
Cobupaem TpebosaHus
[MpoekTrpyem
[MpoToTUNUpYeM

M peACTaBAAEM PE3Y/bTAThbI

NTepaTusHo

T|
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MaTepuansi

https://polis.mail.ru/curriculum/program/
discipline/35/

QCon, Devoxx, Strange Loop, etc.

CchIIKN Ha KHUTW, CTaTbu 1 broru

https://github.com/papers-we-love/
papers-we-love
http://highscalability.com/start-here/

T|
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Llenn

@ [MpnHuMMbI NOCTpoeHMst cuctem xpaHenus (1
0bpaboTKM) AaHHbIX

@ [lpobnembl 1 BapnaHTbl UX pelleHus
@ [IpomMbllneHHble NpUMepbLl peann3aunyt NPUHLMNOB

@ HaBsbiku OUEHKN peLIJeHI/II7I

T|
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O 4ém Mbl bynem roBopuTh

Knaccudpukaumm 6as gaHHbix

Web Scale: Scalability, Availability, CAP
SQL vs NoSQL

T paH3akuuy

[pon3BoAUTENBHOCTb

[Mpumepbl 6a3 gaHHbIX

[MpoeKTnpoBaHme CUCTEM XpaHeHUst U 0bpaboTKu
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O uyém mbl HE bygem rosopuTs

e PensuunonHas Mmogenb AaHHbIX
@ Teopusi HOpMabHbIX (POPM

e SQL

T|
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basa aaHHbIX

A database
is an organized collection of data?.

“http://en.wikipedia.org/wiki/Database

o TenedoHHast kHura

@ KHuxHas brnbanoTeka

o Konnekuus dotorpaduii
@ ToBapHbIi Yek

e CoumanbHast ceTb

o ®Daiinoeas cucrtema

°

[eorpachuyeckas kapTta T|
° ...
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Onepauuy Haf JaHHbIMY

CRUD
Create, read, update, delete?.

“http:
//en.wikipedia.org/wiki/Create, _read, _update_and_delete

Hanpumep
Operation SQL HTTP
Create INSERT POST
Read (Retrieve) | SELECT GET

Update (Modify) || UPDATE | PUT / PATCH
Delete (Destroy) | DELETE | DELETE
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bymarkHasi TenedorHasa KHura

o Create
e OTkpbITb CTpaHuuy no nepsoii bykse hamunun
e Bnucatb B koHew ctpanuusl PO un tenedoH

@ Read
@ OTkpbITb CTpaHuLy No nepeoii bykse amunun
e [lpocmaTpuBaTh 3anucu No NOpsiAKY JO COBMALEHUS

e Update
@ OTkpbITb CTpaHuLy No nepeoii bykese amunmnu
e [lpocmaTpuBaTh 3anucu nNo NOpsiAKY 4O COBMALEHUS
o 3auyepkHyTb PO n Tenedon
e Bnucatb B koHew ctpanuusl PO un tenedon

@ Delete
e OTkpbITb CTpaHuuy no nepsoii bykse hamunun
e [lpocmaTpuBaTh 3anucu No NOpsiAKY JO COBMAafEeHUs T|
o 3auyepkHyTb PO n Tenedon
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Mpo «ckopocTb» TenetoHHON KHUrM
[Tpo «ckopocCTb» TeNedOHHON KHUTK

@ Create — «bbicTpasi» BCTaBKa
@ Read, Update, Delete — Bcé cBoguTCa K noncky
3anucu

NuBapuanT

B tenedoHHoii kHure ectb 0 uin 1 He3a4€pkHyTas 3anuch

ans noboin PUO

Ecan xotum OUEHNTb TOYHEE, TO HY>KHO KOE-4TO
BCMNOMHWTD...

T|
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O(n) v o(n)

DopmanbHoe onpegenerne?

“http://en.wikipedia.org/wiki/Big_0_notation

f(n) € O(g(n)) < 3k > 03dnyg Vn> ng f(n) < g(n) -k
f(n) € o(g(n)) & Vk > 03ny Vn > ny f(n) < g(n) - k

T|
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http://en.wikipedia.org/wiki/Big_O_notation

o(n): CpasHeHue

KomnbtoTep MouHocTbo 1 Gops:

HHHHHHH

o() 1 Gops 1 Tops
o(n) 1 cekyHpa 16 mMuHyT
o(logy(n)) | 30 mukpocekyHs | 40 MukpocekyHz

o(n?) 32 ropa 32 mMunnuoHa net
o(n - logx(n)) 30 cekyHa 11 yvacos
o(k - n) k c. 1000k c.
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o) Mpumep
o(n): Mpumepsl

o(n) — nocneposaTesnbHbIll Nepebop
o(n?) — cpasHeHMe BCex cO BCeMU
o(logy(n)) — buHapHbIA nouck

o(n - logx(n)) — copTtnposka Quick Sort
o(k - n) — copTtuposka Radix Sort

T|
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BepHémca k TenedoHHOR KHure

[NycTtb B kHure 100 3anuceii.
@ Ecnu coBcem He copTupoBaTb, TO NOMCK 3a
e 100/2 = 50 onepauuii B cpegHem
@ Ecnu BCE NosHOCTBIO OTCOPTMPOBAHO, TO MOUCK 33
o log»(100) ~ 6.64 onepauuu
@ A B bymarkHoli TesiedpOHHOW KHUre
o log>(28) + 100/28/2 ~ 6.59 onepavym

T|
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OrpaHunyeHns dusnyeckoro mmpa

1 L1 cache reference ........... ... ... L 0.5 ns

2 Branch mispredict ............ ... ... ... . .. 5 ns

3 L2 cache reference ........... ... ... .. .. 7 ns

4 Mutex lock/unlock ...........ouiiiiniinnnan.. 25 ns

5 Main memory reference ...................... 100 ns

6 Compress 1K bytes with Zippy ............. 3,000 ns = 3 us

7 Send 2K bytes over 1 Gbps network ....... 20,000 ns = 20 us
s SSD random read ...........iiiiiiiiinan. 150,000 ns = 150 us
9 Read 1 MB sequentially from memory ..... 250,000 ns = 250 us
10 Round trip within same datacenter ...... 500,000 ns = 0.5 ms
11 Read 1 MB sequentially from SSD* ..... 1,000,000 ns = 1 ms
12 Disk seek ... . e e 10,000,000 ns = 10 ms
13 Read 1 MB sequentially from disk .... 20,000,000 ns = 20 ms
14 Send packet CA->Netherlands->CA .... 150,000,000 ns = 150 ms

https://people.eecs.berkeley.edu/"rcs/ 1l?|

research/interactive_latency.html
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Disclaimer

@ ObuienpusHaHHbIX YCTOSIBLIMXCS KaaccudukaLnii
Het!
Knaccndpmkaumm HenosHbl No onpefeneHmnto

@ MHorve xpaHuanwa AaHHbIX SBASIOTCS rMOPUAHBLIMY
WU HaCTpauBaembIMm

@ Jliobble npoTnBopeYns cay4aliHbl 1 Ha COBECTY

aBTOpa

T|
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Data Model

Hierarchical
Relational
Graph
Object
Document
Key-value
Columnar
Deductive
Spatial

T|
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Deployment

@ Embedded (in-process)
@ Separate
@ Distributed

T|
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Storage

In-memory
On-disk

Data warehousing

Llecbko B. A. (TexHononuc) Beepenne. Key-Value.
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Usage patterns

@ Messaging

e Counters

@ Logging + Batch processing
e OLTP

e Entity enrichment

@ Versioning

°

T|
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Nl 310 ewwé He BcE

Query Language
Consistency

Availability & Replication
Partition tolerance
Transactions

Backups

Security

T|
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Web Scale

In my limited experience |'ve dealt with
long-lived network partitions in a single data
center (DC), PDU [power distribution unit]
failures, switch failures, accidental power cycles
of whole racks, whole-DC backbone failures,
whole-DC power failures, and a hypoglycemic
driver smashing his Ford pickup truck into a
DC's HVAC [heating, ventilation, and air
conditioning| system. And I'm not even an ops
guy.

Coda Hale T|
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Examples

@ OpHoknaccHuku
e 48 M DAU
e 1.2 Th/s
@ Instagram
e 300 M DAU
o 4.2 B likes per day
e 95 M videos/photos per day
e Facebook
e 1.23 B DAU
@ 350 M photos per day
e 4 PB data per day

@ The "Next-Gen"is Now?

2http://2016.secr.ru/lang/en/program/invited-speakers/

crystal-valentine

Llecbko B. A. (TexHononuc) Beepenne. Key-Value.
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Scalability

@ Replication
@ Share nothing arhitectures
e Machines/disks/NICs
@ Vertical partitioning
e By function, transaction, user type, ...
e Loose coupling
e Batch vs interactive
e Independent scaling
@ Horizontal partitioning

e By year, geo
e Using hash, segment, utilization, ...
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Fault-tolerance

e Everything constantly breaks
e HDD?3
e Memory
o NIC
o Chipset
e CPUs
@ Redundancy
e RAID
e Error correction: ECC, Reed-Solomon, ...
o (Geo-)replication

3https://research.google.com/pubs/pub32774.html
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Microservices

Became hot in 2014*

Embrace failures®

Eventual consistency

Polyglot persistence, CQRS, CRDT

REST/RPC/(async) message passing (instead of
SQL)

@ Independent human/resources scaling

@ Independent deployment
e Containers

“https://martinfowler.com/microservices/ T |
Shttp://www.reactivemanifesto.org
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Why NoSQL

Scalability
o Very large datasets
e Write throughput

Specialized queries
Restrictive relational schema

Planet-scale services

o Geo distribution
o Fault-tolerance

5T. Limoncelli et al. The Practice of Cloud System Administration: DevOpT |
and SRE Practices for Web Services, Volume 2.
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Drawbacks of NoSQL

"Do one thing, and do it well."
Not mature enough’

°
°

@ No common standards/classification

@ Requires deep understanding of internals
°

Too much hype/marketing bullshit

"http://jepsen.io |
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Konnekuumn: cnoXHocTb onepaunii
Konnekumnm: cnoxHOCTb onepauuii

ArrayList:

o get(): O(1)

e insert(): O(n)

e delete(): O(n)

e append(): O(1) / O(n)
LinkedList:

e get(): O(n)

e insert(): O(n)

e delete(): O(n)

@ append(): O(1)

Beepenve. Key-Value. 26 anpens 2017 r.
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Kak eLlé boicTpee?

Hash table

AccoumnaTuBHbIli MacCuB, OTODPaXKatOLWNIA KAo4YN B
3Ha4eHuna?:

Q@ C nomouibto XaWw-pyHKLMN OT KI0Ya HAXOANM
nHaekc B Maccmee bucket'os

© [lepebupaem kntoum B HaligeHHoMm bucket'e go
COBMaJeHNs

© ll3Bnekaem 3HaueHune

“http://en.wikipedia.org/wiki/Hash_table

A
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[Tpumep
hash
keys function buckets
00
: 01 | 521-8976
John Smith
02 | 521-1234
: ; 03
Lisa Smith
13
Sandra Dee
 T——» 14| 521-9655
. T|
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Hash table: cnoxxHocTb onepaunii
Hash table: cnoxHocTs onepauwii

e get(): O(1)

e insert(): O(1)
e delete(): O(1)
@ append(): O(1)

HonyuieHuns
o [lpy paBHOMEPHOW OyHKLMN X3LLNPOBAHNS
o bes yuéra pebanaHcnpoBkn
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[logBoaHbIE KaMHM

@ Bbibop dyHKLMUN X3LLMPOBAHUS
e PaspelieHne kKonnusnii:
e Separate chaining — nuwHsia namats, CPU cache misses
e Open addressing — snemenToB He bonblie 70% pasmepa
maccuea, CPU cache pollution
@ Resize & rehash
e Concurrency

T|
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MaTepunansl

@ java.util.HashMap

@ java.util.concurrent.ConcurrentHashMap

@ http://en.wikipedia.org/wiki/Hash_table
o Chris Okasaki. Purely Functional Data Structures®

8http://www.cs.cmu.edu/ rwh/theses/okasaki.pdf
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Knaccnyeckune apxutektypbl Web-npunoxxeruii
Knaccrnyeckne apxuTeKkTypsl
Web-npunoxennii

@ Kak B3anMOAeiCcTBYIOT C XpaHUAULWamm
@ Kakue npobaembl NbITalOTCS pewnTb

e Kaknm obpasom

Llecbko B. A. (TexHononuc) Beeaenne. Key-Value. 26 anpensi 2017 r.

38 / 61



Cache Tpéx3BeHHbI KANEHT-cEpBEP

T pEX3BEHHbIN KNNEHT-CEPBEP

5 -
= b =
—_— i - v
Browser Server Database
User
3aueM HyxeH Server:
@ [IpeobpasosaHue dopmaTos
@ Jlorvka: npoBepnTb, Noc4nTaTh, ... f|?|

@ [nbkocTb
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Cache Harpyska pactér

Harpyska pacTér

~ Cluster

Browser Server

User
- 3
— N '=
User Browser Server Database

A
L

Browser 1 S 5
© Server T
User ] E
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Cache Harpyska ewg 6onble

Harpyska ewé bosbuue

User

Browser

User

Llecbko B. A. (TexHononuc)

Beepenve. Key-Value.

Cluster

1 _
: v
5 u
5 - v
Database
Cache |
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Y70 Takoe cache

Cache

Peannsaumns in-memory concurrent hash table ¢
HEKOTOPbLIMN OCOBEHHOCTSIMU.

def process(request: Request): Response = {
implicit val timeout = Timeout(50 milliseconds)

cache.get (request) getOrElse {
val response = buildResponse(request)
cache.put (request, response)
response

} 1l?|
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AHanus cache per server

IlocTouHcTBa

@ CHuzunu Harpysky Ha CPU n B[] (ecnm HopmanbHbiii
cache hit ratio)

HepoctaTku
e B kaxpgom cache ognHakoBbie 3HayeHns
o «Jlnwnuey soluucnenus (Harpyska nHa CPU)
@ OrpaHuueHHblii pa3mep Kaxkgoro cache
o [lonyynnu cnektp npobnem c anrpeiijom CUCTeMbI
@ Hy>XXHbI NOAUTUKN «NPOTYXaHWS» U BbITECHEHNS
@ HyxHO «nporpeBaTby» K3LW WK Nepe3anyckaTb

cepBepa MocTeneHHo

v
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(Y W Distributed cache

Distributed cache

Cluster ~ Cache

User
User Server
— W
- i : :
Browser Database : 5  Cache
User § Server § % T
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[lepBbIii Nogxon kK cHapsay

1 class Cache {

2 val servers =

3 Vector("cacheOl.mail.ru", "cache02.mail.ru")
4

5 protected def lookup(key: AnyVal): String =
6 servers (key.hashCode() % servers.length)
7

8 def get(key: AnyVal) =

9 remoteGet (lookup (key) )

10

11 def put(key: AnyVal, value: Array[Bytel]) =
12 remotePut (lookup(key), value)

13 }

T|
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Ananus distributed cache
Ananus distributed cache

JlocTouHcTBa

o Cuutaem BCé (mpumepHo) oanH pas
@ bonble cymmapHbiii 06bEMm
@ bonblue Bneset 3HaveHwi

HepoctaTku

@ Ocrancs cnekTp npobnem c anrpeiijom CUcTemMbi

@ HyxHbl nonutukn «npotyxatusy» (TTL) n
BbiTecHenus (LRU)

@ HyxHo «nporpeBaTb» KaLu

v
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Memcached

@ http://www.memcached.org/

e Paspaboran ans LiveJournal 8 2002

@ Vcnonbsyetcsa B YouTube, Flickr, Reddit, Facebook,
Orange, Twitter, Tumblr, Wikipedia, Yandex

@ Bxoaut B Google App Engine, Windows Azure,

Amazon Web Services

In-memory

Katou — ctpoka (go 250 baiit)

Mtuoronoto4ubiii + libevent

LRU + TTL (up to 30 days)

[MpocToit TekcToBbLIN 1 DUHapHBIA NpoToko: set, T|

add, replace, append, prepend, get, delete, ...
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Mpobnema: VsmeHeHne knactepa memcached
[Tpobnema: VIameHeHnne knactepa
memcached

[MpuynHb
@ Crnucok cepBepoB B KJIMEHTE

e KonnuecTto cepeepoB B hash-dyHkumm

Pewetnns
@ Cepeuc-proxy nepen memcached

@ Consistent hashing

4

T|

Llecbko B. A. (TexHononuc) Beepenne. Key-Value. 26 anpens 2017 r. 48 / 61




CepBuc-proxy

o CnywaeT KIneHTCKuii nopT
@ XoWKnpyeT K4 1 NMPOKCMpPYET 3anpoc

@ [lepxuT coeautenmnst ko Bcem sk3emnasipam cache

HepoctaTku
@ +1 ceteoii hop

@ Becb Tpacduk depes ogHy Touky
e SPOF

T|
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Consistent hashing

Onpepaenexne

When a hash table is resized and consistent hashing is
used, only K/n keys need to be remapped on average,
where K is the number of keys, and n is the number of
slots?.

http://en.wikipedia.org/wiki/Consistent_hashing

T|

Llecbko B. A. (TexHononuc) Beepenne. Key-Value. 26 anpens 2017 r. 50 / 61


http://en.wikipedia.org/wiki/Consistent_hashing

Consistent hashing: caonmu pyramu
Consistent hashing: csonmun pykamu

By,u,eM OTO6pa)KaTb KJIOHI B CNOThbl, @ 3aTEM CNOTbl Ha
MalLUWNHbI:

val slots = Vector (100, 200, 300, 400)

def slot(key: AnyVal): Int = {

val hash = key 7 slots.last
slots.indexWhere(hash < _)

[ I N S

}

Ecnu nepenonusetcs cnot 200-299, To noaBuraem:
1 val slots = Vector (100, 200, 275, 325, 400)

T|
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Consistent hashing: no-espocnomy
Consistent hashing: no-s3pociomy

2|60 /O
) \/a single vnode/partition

/ node 0
\ a ring with 32 partitions "‘2'60/4

\f./

2|60/2

node 2

ANar”’

hash(<<"artist">>,<<"REM">>)

http://docs.basho.com/riak/1.1 .4/references/T |
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(6EYS W Consistent hashing: pennnkauns

Consistent hashing: pennvkauus

/ \ put(<<"artist">>,<<"REM">>)

(N=3)

N’ T|
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Mpobnema: MNepesanyck knacrepa
[Tpobnema: [lepesanyck knacTepa

[MpuynHebl

In-memory = nyctoii kaw = B/l «noxuntca»

PelweHnuns
@ «Pasorpes»

@ Persistent storage

T|
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Redis: Persistent Key-Value Storage
Redis: Persistent Key-Value Storage

@ http://www.redis.io/

Hanbonee nonynsipublii Key-Value Storage®

@ Vcnonb3yerca B GitHub, Disqus, Pinterest,
Stackoverlow, Flickr, Blizzard, Instagram, Twitter

@ Key-Value, but Value: String, List, Set,

SortedSet, Hash

In-memory and/or Snapshots and/or Commit Logs

Single-threaded by design 4+ Master-slave

OnumonansHo LRU n/uan TTL

@ Quenb boratuiii APIO

http://db-engines.com/en/ranking/key-value+store T |
Ohttp://redis.io/commands
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Celivac

@ [lennmcs Ha KomaHzbl

@ Bbibupaem temy
@ VYTO4YHSIEM NOCTAHOBKY
e MuHumanbHasi PyHKUNOHANBHOCTb

ObbéMbI

OrpaHunyerus

Harpyska

MacwTtabupyemocTtb
OTkasoycToituneocTb

@ HauuHaem npoekTuposaThb |
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Tembl

CepBuc aBTOpU3aLMK
Mpodunn nons3osatenei
CouvanbHblii rpadp
PekomeHpaunn gpy3seii
DoTKK

CoobuyeHuns

[pynnebi

CyéTyukn
PekomeHaaunn

Peknama

T|

Llecbko B. A. (TexHononuc) Beepenne. Key-Value. 26 anpens 2017 r. 57 / 61



K cnepytoliemy 3aHATULO

MpeseHTauns: cxeMbl 1 gnarpammbitt

Cxema XPaHEHNA OaHHbBIX

API

ApxnTekTypa

Bonpocl
OTBeThl

°
°

°

°

@ JTansl
°

°

@ YTOoYHeHMne pelleHNs
°

HaunHaem npoToTununposaTh T|

Uhttp://plantuml . com
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Kak

e Pen Ha Github
@ AptedakTbl 4+ wiki
e Ccbinky Ha mail@incubos.org
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Non functional requirements
Non functional requirements

MacwTabupyemocTb
OTKa30yCTONYNBOCTb
besonacHocTb

Bekanbl

Anrpeliig,

[erpapauyus
A uTo, ecnn...

°
°
°
°
e Ayant
°
°
°
0o .12

?https://en.wikipedia.org/wiki/Non-functional_requirement
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Bonpochk!?

@ https://polis.mail.ru/blog/view/111/
@ https://incubos.org/contacts/
@ He 3abyabte npo [13

T|
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